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Dated: June 10, 2010
BEFORE THE PUBLIC UTILITIES COMMISSION OF THE

STATE OF CALIFORNIA

Order Instituting Rulemaking to Consider

Smart Grid Technologies Pursuant to Federal
Legislation and on the Commission’s own Rulemaking 08-12-009
Motion to Actively Guide Policy in California’s (Filed December 18, 2008)
Development of a Smart Grid System

COMMENTS OF CYBERSECURITY AND PRIVACY LAW AND POLICY
RESEARCHERS ON PROPOSED DECISION ADOPTING REQUIREMENTS FOR
SMART GRID DEPLOYMENT PLANS PURSUANT TO SENATE BILL 17 (PADILLA),
CHAPTER 327, STATUTES OF 2009

Pursuant to Rule 14.3 of the Commission’s Rules of Practice and Procedure, we submit
these comments on the Proposed Decision Adopting Requirements for Smart Grid Deployment
Plans Pursuant to Senate Bill 17 (Padilla), Chapter 327, Statutes of 2009, filed May 21, 2010

(“Proposed Decision”).

I. INTRODUCTION

We appreciate the opportunity to comment on the Proposed Decision. This brief
comment focuses on the Proposed Decision’s requirements for the cyber security section of

Smart Grid deployment plans.



The importance of cyber security in this proceeding is beyond debate.” As the Proposed
Decision notes, “[a]ll parties who discussed security agree with the Commission that security of
California’s electric grid, including cyber security, is critical.”> The Proposed Decision gives
cyber security due consideration, and its cyber security requirements take several steps in the
direction of maintaining the security of the electric grid.

The Proposed Decision, however, fails to fully address cyber security issues that several
parties raised in their comments about the importance of building cyber security mechanisms
into the Smart Grid and subjecting cyber security strategies and mechanisms to independent
scrutiny. These comments suggest two modifications that would bring the Proposed Decision
into line with the record.

II. DISCUSSION

A. It is Reasonable to Defer Adoption of Requirements in Light of the Unsettled
State of National Smart Grid Cyber Security Standards.

Noting the general consensus among parties that “the developing NIST [National
Institute of Standards and Technology] framework will address many of the security issues that
are arising,” but that the framework is not yet final, the Proposed Decision states that it would
be “premature to adopt specific Smart Grid security standards at this time.” Instead, the

Proposed Decision requires deployment plans to “use” the NIST cyber security framework, in

! This is not to ignore the importance of privacy. As the Proposed Decision notes, however, the
Commission will take up privacy rules in a later phase of the proceeding. Proposed Decision at
? Proposed Decision at 47. See also id. at 48-55 (quoting supporting comments from utilities,
device and networking equipment manufacturers, and public interest groups).

> Proposed Decision at 56.

* Proposed Decision at 58. The framework referred to in the main text is Second DRAFT NIST
IR 7628 Smart Grid Cyber Security Strategy and Requirements, Feb. 2010, at
http://csrc.nist.gov/publications/PubsDrafts. htmI#NIST-IR-7628.



addition to cyber security guidelines developed by the Department of Homeland Security.” This
is a reasonable and constructive use of existing guidance until the Commission adopts cyber
security requirements.

The Proposed Decision, however, leaves two gaps in the deployment plan requirements.

B. The Proposed Decision Should Require More Detailed Information About
Cyber Security Assessments.

First, the operative language in the Conclusions of Law is vague. Requiring deployment
plans to “address” or “use” cyber security guidance documents® provides little assurance that the
plans will provide information sufficient to meet the underlying goal of ensuring that cyber
security is “considered explicitly at the planning stage.” To achieve this goal, deployment plans
should show enough work to inform the Commission, and members of the public, zow the
utilities have (or have not) taken the relevant requirements into account.

To take one example, Requirement 2.8.5.1 in the Catalog of Control Systems Security
states: “The control system protects against or limits the effects of denial-of-service attacks
based on an organization’s defined list of types of denial-of-service attacks.”® Tt is unclear what
kind of response would “address” this requirement. Ideally, a response to this requirement
would refer to the relevant components of the system’s architecture; describe the denial-of-

service threats that the utility has considered in terms of this architecture; state what technical

> Proposed Decision at 122 (citing three documents that set guidelines for control system
security).

% Proposed Decision at 117, 122.

7 Proposed Decision at 3-4 (explaining how the cyber security requirements for deployment
plans effect the legislative goal, as expressed in Senate Bill 17, Cal. Pub. Utils. Code § 8360, of
“cost-effective full cyber security”). See also Proposed Decision at 29-30 (elaborating SB 17’s
cyber security requirement in terms of attack resistance, resilience, response, and mitigation).

8 U.S. Dept. of Homeland Security, Catalog of Control Systems Security: Recommendations for
Standards Developers 38, Mar. 2010, available at http://www.us-
cert.gov/control_systems/pdf/Catalog%200f%20Recommendations%20March%202010.pdf;
Proposed Decision at 58 n.151 (citing this document).



and procedural mechanisms it has in place to protect against or limit such attacks; and whether
those mechanisms have been tested. In other words, the deployment plan should contain a threat
model, which specifies an attacker’s goals and explains in terms of a system’s architecture and
data flow how those goals might be achieved,” and information about the status of security
testing.

This level of detail is necessary to allow the Commission to ensure that cyber security is
and remains a Smart Grid design requirement. Numerous parties have expressed support for this
“security by design” idea. For example, San Diego Gas & Electric (SDG&E) “advocates a
proactive and preventative security approach which programmatically addresses architectural,
design, engineering, comprehensive testing, and operational monitoring and maintenance stages of
the cyber security lifecycle.”'® Verizon states that “[i]t is important that security be designed
into the initial smart grid plan and that security remains an integral part of the overall design and
deployment of smart grid technology and applications.”! Finally, Cisco notes that “the CPUC
and [investor owned utilities] have an opportunity to work together to ‘bake-in’ security from the
outset, as new technologies are brought online.”'?

Recommendation. A simple way to fix the deficiency in the Proposed Decision is to

make the ordering language more explicit. In addition to requiring utilities to “use” the cited

guidelines, the Commission should direct them to specify (1) what testing they have done (or

? See generally SANS Institute, Threat Modeling: A Process to Ensure Application Security, Jan.
5, 2005, at http://www.sans.org/reading_room/whitepapers/securecode/threat-modeling-process-
ensure-application-security 1646.

' SDG&E Opening Comments at 17.

"' Verizon Opening Comments at 8. See also id. (“The Commission is in a unique position to
integrate security measures into the initial design, development and provisioning of a smart grid
network in California.”) (emphasis in original).

2 Cisco Opening Comments at 18.



rely on, if the testing was performed by another entity) to gauge their systems against the
guidelines; (2) what results they have obtained from this testing; and (3) what criteria they use to
determine whether specific requirements are inapplicable. This change would not be tantamount
to adopting these guidelines as mandatory standards; the Proposed Decision does not set criteria
for determining which requirements are applicable or specify a course of action (e.g., cessation of
deployment) if a system fails to meet a requirement. The Commission will need to make those
kinds of decisions later, when it adopts cyber security standards and a structure for conformance
testing and certification.> The changes to Proposed Decision that are suggested here will provide

the Commission with better information when it makes those decisions.

C. The Proposed Decision Should Balance the Need for Public Disclosure of
Cyber Security-Related Information with the Need to Protect Sensitive
Information.

Second, the Commission should qualify the Proposed Decision’s invitation to utilities to
file materials concerning cyber security “under seal.”'* On one hand, it is likely that some of this
information will be sensitive, either because it contains trade secrets or other confidential
information, or because it describes vulnerabilities that remain open. On the other hand, the
Commission and several parties have emphasized that public discussion of cyber security issues

is essential to building trust in the Smart Grid."

13 After adopting those standards, of course, the Commission will need to determine whether
systems conform with them. The NIST-led conformance activity might provide this
determination. But national conformance testing and certification is still under development.
The deployment plan requirement set forth above would serve California well in the meantime.
'* Proposed Decision at 59.

15 See Proposed Decision at 56 (“The Commission and the public have a right to be assured that
the electric grid will remain secure with the deployment of Smart Grid technologies.”); id. (“The
Smart Grid deployment plans can provide the Commission and the public with insight into the
security of the Smart Grid.”). Accord CDT/EFF Opening Comments at 23 (explaining how



Recommendations. One way to reduce this tension is to provide more detailed criteria
for sealing documents. The Proposed Decision, for example, could announce a Commission
policy of making cyber security information in deployment plans public “to the fullest possible

1
extent,” 6

allowing utilities to file documents under seal if they state an appropriate reason. This
need not be a binary decision; redacting sensitive information within a document can help strike
the right balance.

A complementary approach would be to convene an independent advisory board to
review full, unredacted deployment plans. This would allow full public review of redacted
deployment plans while providing independent review of the full plans. Members of this board
could provide the Commission with additional expertise (e.g., in the area of control system
security) to assess the cyber security elements of deployment plans. In addition, the advisory
board could be empowered to report on its findings, thereby educating the Commission and
members of the public on Smart Grid cyber security.

There is precedent for this kind of arrangement in California. For example, California
Secretaries of State have assembled numerous task forces and advisory boards to assess voting

system security, among other technical issues: the Internet Voting Task Force;'’ the Voting

System Technology Assessment Advisory Board (VSTAAB);'® and the Top-to-Bottom

security breach notification requirements can “help the public and the Commission to evaluate
regulable entities’ security efforts”); Researchers Opening Comment at 18-19.

!¢ Researchers Opening Comments at 17.

17 California Sec. of State, California Internet Voting Task Force, Jan. 18, 2000, at
http://www.sos.ca.gov/elections/ivote/.

'8 For a VSTAAB report on vulnerabilities in a specific voting system, see David Wagner, David
Jefferson, Matt Bishop, Chris Karlof, and Naveen Sastry, Security Analysis of the Diebold
AccuBasic Interpreter, Feb. 14, 2006,

http://www.ss.ca.gov/elections/voting_systems/security analysis of the diebold accubasic inte
rpreter.pdf.



Review.'” These expert reviews provided independent, scientifically sound assessments of
voting system security. We emphasize that these reviews found many vulnerabilities affer the
systems had undergone national-level and state testing and certification. Another model is the
California Privacy and Security Advisory Board, which advises the California Office of Health
Information Integrity on privacy and security issues concerning electronically exchanged health
information.® These examples demonstrate that advisory boards and task forces can be helpful
on matters ranging from broad strategic considerations to evaluations of specific technological
artifacts.

An advisory board or task force structure could be extremely useful in the Smart Grid
cyber security context. Assembling a task force or advisory board now would have the
advantage of providing a close examination of Smart Grid cyber security at an early stage of
system deployment. This institutional arrangement can allow utilities, the Commission, and
other stakeholders to share knowledge, address vulnerabilities early in the development of the

grid, and likely reduce costs in the long run.*!

' California Sec. of State, Top-to-Bottom Review, http://www.sos.ca.gov/voting-
systems/oversight/top-to-bottom-review.htm (last visited June 9, 2010).

2% See California Office of Health Information Integrity, California Privacy and Security
Advisory Board Overview, http://www.ohi.ca.gov/calohi/PSAB/AdvisoryBoard.aspx#Overview
(last visited June 9, 2010).

*! See Telecommunications Industry Association (TIA) Reply Comments at 5-6 (recommending
that the Commission “seek the opinion of a qualified and neutral third party when evaluating and
rendering Smart Grid decisions that involve ICT”). TIA further notes that “Smart Grid decisions
based on inadequate information may result in system vulnerabilities that negatively impact the
reliability of energy services, the privacy of ratepayers, and the ability of the Smart Grid to
deliver on its full potential. It may further result in undesirable post-deployment costs to
remediate security shortcomings that could have been avoided through an independent
information security assessment during the planning stage.” Id. at 6. AT&T, Cisco, and Verizon
also emphasize in their comments the importance of sharing expertise and seeking peer review in
the cyber security domain. See AT&T California Opening Comments at 7, 16-17 (suggesting
that expertise from commercial communications network operators is relevant to Smart Grid
cyber security); Cisco Opening Comments at 16 (stating that “substantial peer-review and



1. CONCLUSION

For the reasons stated above, we respectfully request that the Proposed Decision’s
Findings of Fact, Conclusions of Law, and Ordering Paragraphs be modified in accordance with

the language set forth in the Appendix.

Respectfully submitted this June 10, 2010, at Baltimore, Maryland,

/s/ Aaron J. Burstein
AARON J. BURSTEIN

/s/ Deirdre K. Mulligan
DEIRDRE K. MULLIGAN

University of California, Berkeley”
School of Information

South Hall

Berkeley, CA

Telephone: (510) 410-6964

Email: aaron.burstein@gmail.com

significant investment by security experts and organizations provide a firm foundation for
standards-based security technology’); Verizon Opening Comments at 8 (citing examples of
industry-wide security practices in healthcare and payment cards).

Institutional affiliation is provided for identification purposes only. The views expressed in this
comment do not purport to represent those of the University of California.
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APPENDIX: PROPOSED FINDINGS OF FACT
AND CONCLUSIONS OF LAW

PROPOSED FINDINGS OF FACT

ADD Finding of Fact: Designing cyber security into the Smart Grid will reduce the

vulnerability of the electric grid and reduce the likelihood of later needing to modify

Smart Grid components to address vulnerabilities.

ADD Finding of Fact: Threat modeling—identifying an attacker’s goals and specifying how

those goals might be accomplished in a given system—provides a valuable and

systematic way of identifying vulnerabilities in systems such as the electric grid.

ADD Finding of Fact: Subjecting Smart Grid cyber security assessments to the broadest

possible review will improve their quality and allow utilities and the Commission to take

advantage of industry, academic, and public interest expertise.

PROPOSED CONCLUSIONS OF LAW

MODIFY Conclusion of Law 18: It is reasonable to require that the Grid Security and Cyber

Security Strategy section of the Smart Grid deployment plans address specify, for each

applicable requirement in the guidance documents that NIST and DHS are developing, (1)

what testing or analysis a utility has done (or relies on, if the testing or analysis was

performed by another entity) to gauge their systems against the requirement; (2) what

results were obtained from this testing or analysis; and (3) what criteria were used to

determine whether specific requirements are inapplicable.




ADD Conclusion of Law: It is reasonable to require utilities to request that specific portions of

deployment plans be filed under seal, and to state the reason(s) for each request, subject

to the Commission’s approval or redaction.

PROPOSED ORDERING PARAGRAPHS

MODIFY Ordering Paragraph 1: Pacific Gas and Electric Company, Southern California
Edison Company and San Diego Gas & Electric Company each shall file an application
no later than July 1, 2011 submitting its Smart Grid deployment plan, consistent with
Senate Bill 17 (Padilla), Chapter 327, Statutes of 2009, and the requirements in this

decision. If a utility requests to submit any portion of its deployment plan under seal, it

shall designate those portions with specificity and state the reason(s) for its request to file

under seal. Each utility shall serve its application on the service lists for Rulemaking 08-
12-009 and any open Long Term Procurement Plan proceedings. If the utility has a
pending general rate case proceeding, it shall also serve its application on that
proceeding’s service list.

MODIFY Ordering Paragraph 8: Pacific Gas and Electric Company, Southern California
Edison Company and San Diego Gas & Electric Company each shall use, in the section
on Grid Security and Cyber Security Strategy in its Smart Grid deployment plan, the
guidance documents that the National Institute of Standards and Technology and the
United States Department of Homeland Security have developed or are developing to
promote cyber security. Specifically, cyber security sections must use the latest versions
of the following three documents to guide their preparations:

a. Security Profile for Advanced Metering Infrastructure, v 1.0, Advanced
Security Acceleration Project — Smart Grid, December 10, 2009;



b. Catalog of Control Systems Security: Recommendations for Standards
Developers, United States Department of Homeland Security, National Cyber
Security Division, September; and

c. United States Department of Homeland Security Cyber Security Procurement
Language for Control Systems.

For each applicable requirement in documents listed above, cyber security sections shall

state (1) what testing or analysis has been performed (or is relied on, if the testing was

performed by another entity) to gauge a system against the requirements; (2) what results

were obtained from this testing or analysis; and (3) what criteria were used to determine

whether specific requirements are inapplicable.
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