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INTRODUCTION 

The Future of Privacy Forum (“FPF”) files these comments in response to the 

opening briefs filed regarding the September 27, 2010 Assigned Commissioner’s Ruling 

(“Ruling”) and pursuant to Administrative Law Judge Timothy J. Sullivan’s October 29, 

2010 Ruling extending the deadline for reply comments through and including today.  

FPF is recognized as a thought leader and expert resource on smart grid privacy issues 

and has held several workshops and formal meetings on the issue of data usage and the 

smart grid.  It focuses its comments here on privacy issues regarding customer energy 

usage information provided by a utility to third parties. 

 

NEW PRINCIPLES AND GUIDELINES FOR THIRD-PARTY USE  

FPF believes that the new and innovative features and services that are being 

developed by third-party companies will be critical to engaging consumers and helping 
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them manage their energy use.  It will be necessary for these companies to develop and 

test new and better ways of communicating with consumers in order to successfully help 

them understand the choices available to them.  We do not believe that the current models 

used for gaining consumer consent and providing privacy information – links to privacy 

policies or tick boxes to consent to long Terms of Service –  are the best that can be 

achieved.  When companies are communicating with a wide range of consumers of 

different attitudes and outlooks about decisions relating to data about their daily lives, 

they will need to be guided by firm but flexible principles that can develop as 

understanding about consumer needs develops. 

 To this end, FPF and the GridWise® Alliance1 have formed a working group to 

develop a set of principles that will help ensure third-party recipients of energy data 

meaningfully take into account the very real privacy concerns of consumers but also 

maintain the flexibility for companies to use the data in order to develop new applications 

and uses for consumers. 

The working group will be comprised of privacy advocates, corporate chief 

privacy officers, academics, and industry representatives and will focus on developing a 

set of guidelines, inspired by the concepts of Fair Information Practices2 and Privacy by 

Design,3 that will guide the future data use of a wide range of third parties.  Our group, 

                                                 
1 The GridWise Alliance, founded in 2003, is a coalition of public and private stakeholders that advocates 
for the transformation of the electric grid to achieve a sustainable energy future.  GridWise Alliance 
members include utilities, ICT, and telecom companies, equipment vendors, new technology providers, 
investors, and academic institutions. 
2 For a description of Fair Information Practices, see CTR. FOR DEMOCRACY & TECH., COMMENTS OF THE 
CENTER FOR DEMOCRACY & TECHNOLOGY ON THE STAFF DISCUSSION DRAFT OF CONSUMER PRIVACY 
LEGISLATION 1-2 (June 4, 2010), available at http://cdt.org/files/pdfs/20100604_boucher_bill.pdf. 
3 The Privacy Commissioner of Ontario, Dr. Ann Cavoukian, developed a Privacy by Design framework 
that provides a set of guiding principles encouraging information system owners to proactively and 
pervasively incorporate privacy protections into the design of their systems.  See Privacy by Design, 
http://privacybydesign.ca. 
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which has already met a number of times and recently held a conference devoted solely 

to smart grid privacy,4 has now turned its focus to the process of developing these 

principles. 

 

THE GUIDELINES CAN PLAY A COMPLIMENTARY ROLE WITH THE 
COMMISSION’S EFFORT 

FPF and the GridWise Alliance believe that this new working group can provide a 

framework of guidance that continues to develop as technology and new services emerge.  

We think our ongoing efforts will be informative to the California Public Utility 

Commission and to other regulators and can be an important supplement to more formal 

rulemaking. 

 

CONCLUSION 

 The Future of Privacy Forum would be pleased to work with the Commission and 

other parties to assist further in the development of best practices and privacy rules that 

will help the smart grid reach its potential.  As part of that effort, FPF would welcome the 

opportunity to report back to the Commission with further developments regarding the 

working group’s planned Principles and Guidelines. 

 
 

December 6, 2010 
 
Respectfully submitted, 
 
/s/ Jules Polonetsky_  

           Jules Polonetsky 

                                                 
4 See http://gridwise.org/JointPrivacyandSmartGridEvent.htm 
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       Director 
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COMPANY       
5395 PEARL PARKWAY                        555 WEST FIFTH STREET, SUITE 
1400        
BOULDER, CO  80304                        LOS ANGELES, CA  90013-1011              
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UTILITY CONSUMERS' ACTION NETWORK         UTILITY SAVINGS & REFUND, LLC            
3100 FIFTH AVENUE, SUITE B                PO BOX 54346                             
SAN DIEGO, CA  92103                      IRVINE, CA  92619-4346                   
FOR: UTILITY CONSUMERS' ACTION NETWORK    FOR: UTILITY SAVINGS & 
REFUND, LLC       
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101 FIRST STREET, SUITE 552               MOUNTAIN VIEW, CA  94043                 
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SOUTH SAN FRANCISCO, CA  94080            SUNNYVALE, CA  94086                     
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FOR: SAN FRANCISCO COMMUNITY POWER        FOR: ELECTRONIC FRONTIER 
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2330 BRYANT STREET, SUITE 2               CONSUMER FEDERATION OF 
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PALO ALTO, CA  94301                      520 S. EL CAMINO REAL, STE. 
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                                          FOR: CONSUMER FEDERATION OF 
CALIFORNIA   
                                                                                   
                                                                                   
FARROKH ALUYEK, PH.D.                     MICHAEL ROCHMAN                          
OPEN ACCESS TECHNOLOGY INTERNATIONAL      MANAGING DIRECTOR                        
1875 SOUTH GRANT STREET, SUITE 910        SPURR                                    
SAN MATEO, CA  94402                      1850 GATEWAY BLVD., SUITE 235            
FOR: OPEN ACCESS TECHNOLOGY               CONCORD, CA  94520                       
INTERNATIONAL                             FOR: SCHOOL PROJECT FOR 
UTILITY RATE     
                                          REDUCTION                                
                                                                                   
                                                                                   
MARK SCHAEFFER                            WILLIAM H. BOOTH                         
GRANITEKEY, LLC                           ATTORNEY AT LAW                          
1295 HEATHER LANE                         LAW OFFICES OF WILLIAM H. 
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LIVERMORE, CA  94551                      67 CARR DRIVE                            
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CONSUMERS   
                                          ASSOCIATION                              
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PO BOX 3629                               484 LAKE PARK AVENUE, SUITE 
338          
OAKLAND, CA  94609                        OAKLAND, CA  94610                       
FOR: LOCAL GOVERNMENT SUSTAINABLE         FOR: BLACK ECONOMIC COUNCIL              
ENERGY COALITION                                                                   
                                                                                   
                                                                                   
JOSEPH F. WIEDMAN                         KEVIN T. FOX                             
KEYES & FOX LLP                           KEYES & FOX LLP                          
436 14TH STREET, SUITE 1305               5727 KEITH AVENUE                        
OAKLAND, CA  94612                        OAKLAND, CA  94618                       
FOR: GOOGLE INC.                          FOR: INTERSTATE RENEWABLE 
ENERGY COUNCIL 
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GREGG MORRIS                              ROBERT GINAIZDA                          
DIRECTOR                                  COUNSEL                                  
GREEN POWER INSTITUTE                     1918 UNIVERSITY AVE., 2ND FL.            
2039 SHATTUCK AVE., SUITE 402             BERKELEY, CA  94704                      
BERKELEY, CA  94704                       FOR: LATINO BUSINESS CHAMBER 
OF GREATER  
FOR: GREEN POWER INSTITUTE                LOS ANGELES                              
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1918 UNIVERSITY AVE.,  2ND FLOOR          SCHOOL OF INFORMATION                    
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JENNIFER M. URBAN                         MIKE TIERNEY                             
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320         
SANTA CLARA, CA  95054                    SAN JOSE, CA  95113                      
FOR: ASPECT LABS, A DIVISION OF BKP       FOR: CERTICHRON                          
SECURITY, INC.                                                                     
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STEVE BOYD                                DAVID ZLOTLOW                            
TURLOCK IRRIGATION DISTRICT               CALIFORNIA INDEPENDENT SYSTEM 
OPRTR CORP 
333 EAST CANAL DRIVE                      151 BLUE RAVINE RD                       
TURLOCK, CA  95381-0949                   FOLSOM, CA  95630                        
FOR: TURLOCK IRRIGATION DISTRICT          FOR: CALIFORNIA INDEPENDENT 
SYSTEM       
                                          OPERATOR CORPORATION                     
                                                                                   
                                                                                   
DENNIS DE CUIR                            SCOTT TOMASHEFSKY                        
DENNIS W. DE CUIR, A LAW CORPORATION      NORTHERN CALIFORNIA POWER 
AGENCY         
2999 DOUGLAS BOULEVARD, SUITE 325         651 COMMERCE DRIVE                       
ROSEVILLE, CA  95661                      ROSEVILLE, CA  95678                     
FOR: GOLDEN STATE WATER COMPANY           FOR: NORTHERN CALIFORNIA 
POWER AGENCY    
                                                                                   
                                                                                   
JIM HAWLEY                                LAUREN NAVARRO                           
CALIFORNIA DIRECTOR AND GENERAL COUNSEL   ENVIRONMENTAL DEFENSE FUND               
TECHNOLOGY NETWORK                        1107 9TH ST., STE. 540                   
1215 K STREET, STE.1900                   SACRAMENTO, CA  95814                    
SACRAMENTO, CA  95814                     FOR: ENVIRONMENTAL DEFENSE 
FUND          
FOR: TECHNOLOGY NETWORK                                                            
                                                                                   
                                                                                   
LESLA LEHTONEN                            CHASE B. KAPPEL                          
VP, LEGAL & REGULATORY AFFAIRS            ELLISON SCHNEIDER & HARRIS 
LLP           
CALIF. CABLE & TELECOMMUNICATIONS ASSN.   2600 CAPITOL AVENUE, SUITE 
400           
1001 K STREET, 2ND FLOOR                  SACRAMENTO, CA  95816-5905               
SACRAMENTO, CA  95814-3832                FOR: SIERRA PACIFIC POWER CO.            
FOR: CALIFORNIA CABLE &                                                            
TELECOMMUNICATIONS ASSOCIATION (CCTA)                                              
                                                                                   
                                                                                   
MICHAEL COOP                             
HOMEGRID FORUM                           
3855 SW 153RD DRIVE                      
BEAVERTON, OR  97006                     
FOR: HOMEGRID FORUM                      
                                         
                                         

Information Only  
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EMAIL ONLY                                STRATEGEN CONSULTING LLC                 
EMAIL ONLY, CA  00000                     EMAIL ONLY                               
                                          EMAIL ONLY, CA  00000                    
                                                                                   
                                                                                   
RYN HAMILTON                              STEPHANIE C. CHEN                        
EMAIL ONLY                                THE GREENLINING INSTITUTE                
EMAIL ONLY, MA  00000                     EMAIL ONLY                               
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TAM HUNT                                  TIMOTHY N. TUTT                          
HUNT CONSULTING                           SACRAMENTO MUNICIPAL 
UTILITIES DISTRICT  
EMAIL ONLY                                EMAIL ONLY                               
EMAIL ONLY, CA  00000                     EMAIL ONLY, CA  00000                    
FOR: COMMUNITY ENVIRONMENT COUNCIL                                                 
                                                                                   
                                                                                   
MRW & ASSOCIATES, LLC                     ERIN GRIZARD                             
EMAIL ONLY                                THE DEWEY SQUARE GROUP                   
EMAIL ONLY, CA  00000                     EMAIL ONLY                               
                                          EMAIL ONLY, CA  00000-0000               
                                                                                   
                                                                                   
JON FORTUNE                               MARTIN HOMEC                             
CALIFORNIA CENTER FOR SUSTAINABLE ENERGY  CALIFORNIANS FOR RENEWABLE 
ENERGY, INC.  
EMAIL ONLY                                EMAIL ONLY                               
EMAIL ONLY, CA  00000-0000                EMAIL ONLY, CA  00000-0000               
                                                                                   
                                                                                   
MICHAEL O'KEEFE                           RICHARD W. RAUSHENBUSH                   
CAL. ENERGY EFFICIENCY INDUSTRY COUNCIL   EMAIL ONLY                               
EMAIL ONLY                                EMAIL ONLY, CA  00000-0000               
EMAIL ONLY, CA  00000-0000                                                         
                                                                                   
                                                                                   
SEPHRA A. NINOW                           SUE MARA                                 
CALIFORNIA CENTER FOR SUSTAINABLE ENERGY  RTO ADVISORS, LLC.                       
EMAIL ONLY                                EMAIL ONLY                               
EMAIL ONLY, CA  00000-0000                EMAIL ONLY, CA  00000-0000               
                                                                                   
                                                                                   
ASPECT LABS                               ASPECT LABS                              
EMAIL ONLY                                EMAIL ONLY                               
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GREGGORY L. WHEATLAND                     JIM PARKS                                
ELLISON SCHNEIDER & HARRIS L.L.P.         SACRAMENTO MUNICIPAL UTILITY 
DIST.       
2600 CAPITOL AVENUE, SUITE 400            6301 S STREET, A204                      
SACRAMENTO, CA  95816-5905                SACRAMENTO, CA  95817-1899               
FOR: SIERRA PACIFIC POWER CORP.                                                    
                                                                                   
                                                                                   
LOURDES JIMENEZ-PRICE                     VICKY ZAVATTERO                          
OFFICE OF THE GENERAL COUNSEL             SACRAMENTO MUNICIPAL UTILITY 
DISTRICT    
SACRAMENTO MUNICIPAL UTILITY DISTRICT     6301 S STREET, MS A204                   
6201 S STREET, MS B406                    SACRAMENTO, CA  95817-1899               
SACRAMENTO, CA  95817-1899                                                         
                                                                                   
                                                                                   
VIKKI WOOD                                DAN MOOY                                 
SACRAMENTO MUNICIPAL UTILITY DISTRICT     VENTYX                                   
6301 S STREET, MS A204                    2379 OATEWAY OAKS DRIVE                  
SACRAMENTO, CA  95817-1899                SACRAMENTO, CA  95833                    
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KAREN NORENE MILLS                        ROGER LEVY                               
ATTORNEY AT LAW                           LEVY ASSOCIATES                          
CALIFORNIA FARM BUREAU FEDERATION         2805 HUNTINGTON ROAD                     
2300 RIVER PLAZA DRIVE                    SACRAMENTO, CA  95864                    
SACRAMENTO, CA  95833                                                              
                                                                                   
                                                                                   
JESSICA NELSON                            JACK ELLIS                               
ENERGY SERVICES MANAGER                   RESERO CONSULTING                        
PLUMAS SIERRA RURAL ELECTRIC COOP.        1425 ALPINE WAY, PO BOX 6600             
73233 STATE RT 70                         TAHOE CITY, CA  96145                    
PORTOLA, CA  96122-7069                                                            
                                                                                   
                                                                                   
MICHAEL JUNG                              ANNIE STANGE                             
POLICY DIRECTOR                           ALCANTAR & KAHL LLP                      
SILVER SPRING NETWORKS                    1300 SW FIFTH AVE., SUITE 
1750           
555 BROADWAY STREET                       PORTLAND, OR  97201                      
REDWOOD CITY, CA  97063                                                            
                                                                                   
                                                                                   
MIKE CADE                                 BENJAMIN SCHUMAN                         
ALCANTAR & KAHL, LLP                      PACIFIC CREST SECURITIES                 
1300 SE 5TH AVE., 1750                    111 SW 5TH AVE, 42ND FLR                 
PORTLAND, OR  97201                       PORTLAND, OR  97204                      
                                                                                   
                                                                                   
SHARON K. NOELL                          
PORTLAND GENERAL ELECTRIC COMPANY        
121 SW SALMONT ST.                       
PORTLAND, OR  97204                      
                                         
                                         

State Service  
TED HOWARD                                ADAM LANGTON                             
CALIFORNIA PUBLIC UTILITIES COMMISSION    CALIF PUBLIC UTILITIES 
COMMISSION        
EMAIL ONLY                                ENERGY DIVISION                          
EMAIL ONLY, CA  00000                     AREA 4-A                                 
                                          505 VAN NESS AVENUE                      
                                          SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
ALOKE GUPTA                               ANDREW CAMPBELL                          
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ENERGY DIVISION                           EXECUTIVE DIVISION                       
AREA 4-A                                  ROOM 5203                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
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ANTHONY MAZY                              CHRISTOPHER R VILLARREAL                 
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ELECTRICITY PLANNING & POLICY BRANCH      POLICY & PLANNING DIVISION               
ROOM 4209                                 ROOM 5119                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
DAMON A. FRANZ                            DAVID PECK                               
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ENERGY DIVISION                           ELECTRICITY PLANNING & POLICY 
BRANCH     
AREA 4-A                                  ROOM 4103                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
FARZAD GHAZZAGH                           GRETCHEN T. DUMAS                        
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ELECTRICITY PLANNING & POLICY BRANCH      LEGAL DIVISION                           
ROOM 4102                                 ROOM 4300                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
JAKE WISE                                 JOYCE DE ROSSETT                         
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ENERGY DIVISION                           UTILITY AUDIT, FINANCE & 
COMPLIANCE BRAN 
AREA 4-A                                  AREA 3-C                                 
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
JULIE HALLIGAN                            KARIN M. HIETA                           
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
CONSUMER PROTECTION AND SAFETY DIVISION   ENERGY PRICING AND CUSTOMER 
PROGRAMS BRA 
ROOM 2203                                 ROOM 4102                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                          FOR: DRA                                 
                                                                                   
                                                                                   
LANA TRAN                                 LAUREN SAINE                             
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ELECTRIC GENERATION PERFORMANCE BRANCH    POLICY ANALYSIS BRANCH                   
AREA 2-D                                  AREA 3-D                                 
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
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LAURENCE CHASET                           MARZIA ZAFAR                             
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
LEGAL DIVISION                            PUBLIC ADVISOR OFFICE                    
ROOM 5131                                 ROOM 2-B                                 
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
MATTHEW DEAL                              MAX GOMBERG                              
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
POLICY & PLANNING DIVISION                WATER BRANCH                             
ROOM 5119                                 ROOM 4208                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
MICHAEL B. PIERCE                         MICHAEL COLVIN                           
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
POLICY ANALYSIS BRANCH                    POLICY & PLANNING DIVISION               
AREA 3-F                                  ROOM 5119                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
                                                                                   
                                                                                   
REBECCA TSAI-WEI LEE                      RISA HERNANDEZ                           
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
ENERGY DIVISION                           ENERGY PRICING AND CUSTOMER 
PROGRAMS BRA 
AREA 4-A                                  ROOM 4209                                
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
FOR: DRA                                                                           
                                                                                   
                                                                                   
SARAH R. THOMAS                           STEVE ROSCOW                             
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
LEGAL DIVISION                            ENERGY DIVISION                          
ROOM 5033                                 AREA 4-A                                 
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
FOR: DRA                                                                           
                                                                                   
                                                                                   
TIMOTHY J. SULLIVAN                       VALERIE BECK                             
CALIF PUBLIC UTILITIES COMMISSION         CALIF PUBLIC UTILITIES 
COMMISSION        
DIVISION OF ADMINISTRATIVE LAW JUDGES     ELECTRIC GENERATION 
PERFORMANCE BRANCH   
ROOM 2106                                 AREA 2-D                                 
505 VAN NESS AVENUE                       505 VAN NESS AVENUE                      
SAN FRANCISCO, CA  94102-3214             SAN FRANCISCO, CA  94102-3214            
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WENDY AL-MUKDAD                           BRYAN LEE                                
CALIF PUBLIC UTILITIES COMMISSION         CALIFORNIA ENERGY COMMISSION             
ENERGY DIVISION                           1516 NINTH STREET - MS 43                
AREA 4-A                                  SACRAMENTO, CA  95678                    
505 VAN NESS AVENUE                                                                
SAN FRANCISCO, CA  94102-3214                                                      
                                                                                   
                                                                                   
ALLEN BENITEZ                            
CALIF PUBLIC UTILITIES COMMISSION        
CONSUMER PROTECTION AND SAFETY DIVISION  
180 PROMENADE CIRCLE, SUITE 115          
SACRAMENTO, CA  95834                    
 


