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COMMENTS OF THE UTILITY REFORM NETWORK
CONCERNING PRICES AND PRIVACY

IN RESPONSE TO THE ACR OF 9/27/2010

Pursuant to the procedural schedule established in the Assigned
Commissioner’s Ruling of August 27, 2010, the Utility Reform Network (TURN)
respectfully submits these comments on the issues identified in the ACR.

The ACR sought comments on various issues from the IOUs and third
parties that may be accessing customer consumption data. TURN looks forward
to reviewing those comments and discussing proposed policies at the workshops
scheduled for October 25-26. TURN here provides some specific comments
concerning privacy protection and the provision of price data. TURN has
previously addressed many of these issues and does not repeat our prior
comments. In brief, TURN recommends:

e The Commission should either explicitly prohibit disclosure of data to
third parties for non-energy-related purposes, or should craft separate
rules governing data disclosure for “secondary commercial purposes”
that would promote knowing and informed decisions by the customer;

e The Commission should adopt different rules for contracting versus

non-contracting third parties, as suggested by SB 1476;



e The Commission should ensure that customers have the opportunity
to “opt-out” of any data disclosure to contracting parties irrespective
of the type of service offered;

e Rather than just trying to promote the presentation of “dynamic price
data,” the Commission should focus on information that leads to
conservation and lower bills by ordering the utilities to provide tier
alerts in a manner that best reaches customers;

e The Commission should order the utilities to provide tariff analysis

tools to residential customers.

Proposals Concerning Privacy Protections

Section 3.6 of the ACR invites parties “to propose a set of policies and procedures
that will help protect the privacy of a customer’s data, will help ensure its

security and will permit access to the information by authorized third parties.”

TURN understands that the California IOUs have historically protected
customer-specific data under their control and refused to disclose such data
pursuant to long-standing Commission policy. The IOUs adopted processes to
disclose data to electric service providers pursuant to rules enacted as part of

electric deregulation in 1996.



The situation has changed dramatically in the past two years. There are more
significant privacy concerns associated with very detailed electric usage
information already available through AMI meters, as well as with the potential
data that might be transmitted through the meters in the future when ‘smart
appliances’ are able to communicate with the meter through wireless

connections.

It is difficult to envision all the potential uses and abuses of these data.
Nevertheless, the Commission has decided to implement rules so as to effectuate
the transfer of information from utilities to third parties by the end of this year,
2010. The Governor recently signed into law SB 1476, which addresses some of
the issues associated with privacy and security. In brief, the more relevant
requirements of SB 1476 are:

e No sharing of data without customer consent, unless third party is under
contract with a utility. 8380(b)(1).

e A third party under contract with the IOU “for a service that allows a
customer to monitor” electricity or gas usage cannot use the data “for a
secondary commercial purpose” without prominently disclosing that
secondary commercial purpose to the customer.” 8380(c).

e AnIOU can disclose data to a third party for purposes of implementing

DR, EE or energy management programs. 8380(e)(2).



e A third party contracting to implement DR, EE or energy management
programs cannot use the data “for a secondary commercial purpose”

without the customer’s consent. 8380(e)(2).

Parties have addressed some of the issues related to privacy in at least two
previous filings in this docket." There is clearly consensus on the need for written
or electronic affirmative customer authorization for data transfer to third parties.
However, there is a lack of clarity or consensus on several key details concerning
the customer authorization process and relevant parameters associated with such

authorization.

TURN has reviewed a draft of the comments being submitted by the CDT/EFF
and strongly supports their proposed rules that operationalize the Fair
Information Practice Policies. These rules create a minimal baselines for the
actual rules and documents that will implement privacy policies. In this pleading
TURN primarily provides some additional details on the twin issues of the
authorization process and enforcement. Our key focus is on the potential need
for additional protections necessary to transfer information to a third party that
does not provide an energy-related service that advances the State’s goals for

demand response, energy efficiency and conservation.

" Both the March 9, 2010 and August 13, 2010 pleadings addressed privacy
issues.
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TURN emphasizes the need to adopt very strong and specific rules regarding the
up-front authorization process due to the fact that at this moment there appears
to be very little basis for CPUC jurisdiction over third parties who are not Electric
Service Providers or Core Transport Aggregators (gas providers). The
fundamental concern is the release by third parties of information downstream
for purposes not originally authorized by the customer. While we can craft
restrictions, the ultimate problem will be the nature of any such enforcement.
When enforcement is unlikely for legal or practical reasons, it is all the more
critical to ensure that any customer authorization is knowing and fully informed.
In short, once the horse is out of the barn there may be little anyone can do to

bring it back

In crafting rules concerning authorization and limitations, TURN suggests that
there are three primary types of “third parties” to consider. As explained clearly
in the August 13" Prehearing Conference Statement of OPOWER, some third
parties operate under contract with the utility, and are essentially agents of the
utility.” These are the parties primarily covered by the rules enacted in SB 1476. A
second category of third parties includes those that provide “energy-related”

products or services (energy service companies, demand response aggregators,

2 SB 1476 further differentiates between two types of contracting entities.
Section 8380(c) covers entities that contract with an IOU to provide a service
“that allows a customer to monitor his or her electricity or gas usage,” while
8380(e)(2) covers entities that contract with an IOU to implement DR, EE or

energy management programs.
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etc.) but are not under contract with a utility. The third category of third parties
includes any party that seeks customer data for purposes wholly unrelated to
energy usage management.” TURN appreciates that the line between the second
and third categories (both non-agent parties) may not always be crystal clear.
However, we believe that at this moment it is possible to identify parties who
seek data in order to advance state energy goals related to customer energy
consumption. This distinction is reflected in SB 1476, which provides for
different treatment of data release “for secondary commercial purposes.” As
technology changes in the future, the Commission could revisit the demarcation

between energy-related services and secondary commercial purposes.

Keeping in mind the preceding discussion, TURN offers the following details to

supplement the proposal that will be provided by CDT/EFF:

o Term of authorization: A customer’s authorization should be limited in
term. TURN suggests that any written authorization should automatically
expire after two years and must be affirmatively renewed by the
customer. Several parties (for example, Tendril) have proposed that any
customer authorization have an unlimited term. TURN suggests that at
this moment our awareness of the potential uses of consumption data are

simply too nascent to allow for unlimited data access. It is only after a few

> TURN refers to any third party that is not operating under contract with
the utility as a “non-agent” third party.
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years of such access that customers will begin to understand the import
and uses of their data. The Commission could revisit the term limitation in
the future, but at the outset it is vital to ensure that customers have an
affirmative opportunity to negate or continue their authorization.

Opt-out ability from data transfer to an agent Third Party: TURN interprets
newly enacted Code Sections 8380(c) and 8380(e)(2) as allowing the utility
to disclose customer consumption data to a third party which is under
contract with the utility but only for the purpose of running the program or
providing the monitoring service. This reflects the distinction between agents

and non-agents as discussed by OPOWER.

While SB 1476 authorizes utilities to disclose customer consumption data
to contracting parties, it is silent with respect to the opportunity to opt-out
from such disclosure. The Commission should enact rules governing the
process and content of an explicit opt-out process. Any contracting party
that obtains customer-specific data from the utility must inform customers
that it has access to their consumption data and must allow the customer
an opportunity (using easily understandable format and adequate time
frame) to opt-out of the program or service.

Prohibition of data transfer to a Non-Agent Third Party for non-energy related
purposes: While we are mindful that the full panoply of uses and services

that may eventually be provided is unknown, the goal of the mass market



meter installation (aside from operational benefits) was to advance
demand response, energy efficiency and conservation that might be
achievable through this technology. Thus, at least in the near future, the
voluntary release of data to non-agent third parties which do not provide
energy-related services should be prohibited. Alternatively, any such
release should be governed by much more strict disclosure requirements
which provide information to the customer about the potential value of

these data.

Newly enacted Section 8380(b)(1) prohibits the release of customer
consumption data to (non-agent) third parties except “upon the consent of
the customer.” It is not immediately clear whether this section
presumptively authorizes the release to any third party which obtains a
consent, or whether the Commission retains authority to limit disclosure
to third parties. TURN suggests that the language of SB 1476 does not
indicate an intent to overturn the long line of Commission precedent
protecting specific customer data against disclosure. If there is ambiguity
on this matter, the Commission should clearly err on the side of protection
by prohibiting the release of customer data to a non-agent third party unless
that third party provides an energy-related service that advances the state

goals of promoting demand response, energy efficiency and conservation.



e Authorization for release for “secondary commercial purposes” to agent
third parties: Section 8380(e)(2) appears to allow an agent third party
(that implements EE, DR or energy management programs) the ability to
use the data for “secondary commercial purposes” as long as the third

party obtains the customer’s consent.

TURN strongly recommends that the notice and disclosure requirements
applicable to use for “secondary commercial purposes” contain at least the
following two additional provisions in any authorization document:

a) A statement explaining that the meter data* can be used to
determine the nature of all household appliance use, occupancy
patterns, and other significant information;” and

b) A statement explaining that the meter data has economic value that
may be used by marketers to solicit product sales.

e Disclosure of use for “secondary commercial purpose”: Section 8380(c) appears
to allow agent third parties that provide a service allowing customers to

“monitor” their own consumption data® to use the data for a “secondary

* TURN seeks clarification as to the exact interval data that would be made
available by the utility to third parties (15 second?).

> TURN does not have sufficient expertise to identify all the potential ways
in which meter data can be used to determine personal household characteristics.
Moreover, this will be an evolving field. TURN suggests that the utilities or
CPUC staff draft a ‘strawman’ proposal of a “notice form” for technical
discussion.

® TURN presumes that this category would apply to the existing

relationship between SDGE and Google, though we have never seen a copy of
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commercial purposes” as long as the third party agent “prominently

discloses that secondary commercial purpose” to the customer.

As a preliminary matter, TURN notes that given the language in
8380(b)(1), which only allows the utility to share data pursuant to
authorization or contracting for services enumerated in Section 8380(e),
the provision of 8380(c) applies only if there is a separate opt-in
authorization by the customer, or the data flows from the HAN. It does
not appear that the utility is authorized to provide its backhaul data to a

third party that merely provides a ‘monitoring’” service.

In any case, TURN strongly recommends that the Commission adopt
specific rules governing the nature of the “prominent” disclosure of the
secondary commercial purpose. Such disclosure should include the same
provisions discussed above in the section concerning “authorization for
use for secondary commercial purposes.” Additionally, since no customer
authorization is apparently required prior to use for a commercial purpose, such
disclosure should likewise clearly and prominently explain the secondary
purpose and allow customers at least 60 days to voluntarily opt-out of the

monitoring service and disallowing any continued collection of the data.

any contractual agreement between these parties. However, we also presume
that the term “monitor” could be interpreted to include providers of in-home

display devices and software services.
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Enforcement of violations: Any rule or prohibition is useful only if there is
the legal and practical means to enforce it and obtain redress for
violations. Unfortunately, violations of privacy protections are especially
difficult to detect (how can one know where a marketer has obtained
certain information?), prove damages (an invasion of privacy does not
necessarily cause economic harm), and prosecute. It is for this reason that
up-front notice and disclosure rules are particularly critical. However,
since even “notice and disclosure” do not always lead to “knowing”
consent, unnecessary disclosure of personal consumption data should be

prohibited or restricted as much as possible.

Nevertheless, enforcement would be facilitated by including specific
penalties for proven violations of any notice, disclosure and authorization
requirements. Such penalties could include:

a) An automatic disqualification from access to utility data for a
specified term if a third party is found to violate any rules three or
more times (any disclosure of one individual’s data or access to one
individual’s data counts as one violation). In other words, three
strikes and you're out.

b) Liquidated damages provided to an individual for violation. For
example, if a customer does not renew authorization to release data

to a third party but the third party continues to collect that

12



customer’s data, the third party should be required to pay the

customer an appropriate penalty amount.”

Proposals Regarding Price Information

Section 3.5 of the ACR invites proposals concerning which prices to
communicate to customers in order to best fulfill previous policy directives.
TURN has previously emphasized the need to provide actionable price data, and
TURN has explained the tariff provisions defining the types of tariffs that can be

provided to residential customers.’®

TURN'’s primary recommendation has been that the utilities provide residential
customers tier alert notifications through email, text or robocall when the
customer’s usage crosses into a higher tier, together with the simple statement
identifying the price in the next tier. It is TURN’s understanding that the utilities
are implementing such a process, and we recommend that the utilities explain
the scope, methods and details of their tier alert notification processes at the

workshops.

It is our opinion, based on a review of some of the data concerning customer

7TURN has not conducted research to determine whether examples exist
that provide guidance on calculating such a penalty. We propose initially a
penalty of $50 per customer for a first time violation.

¥ See, TURN’s Comments on SB 17, Sec. 3.2, filed on March 9, 2010 in this

docket.
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behavior modification, that the manner of notification in this case is probably more
important than the scope of information presented. While we can envision a
scenario where the utilities provide detailed and comprehensive price and bill
data and forecasts on the customer’s secure “MyAccount” website, we presume

that a very small minority of customers access these data.’

A text or robocall can have a much more significant effect on total residential
customer behavior, even if such a text can easily fit into Tweet — “Your electricity
use has now crossed into Tier 3 and you will pay twenty cents for electricity until

the next Tier.”

TURN does not at all oppose schemes to provide more information regarding
prices and bills to customers. We strongly believe that more “clear and
actionable” information is good for customers. Of course, too much information
in confusing formats becomes useless and quickly turns consumers off. The key
is not just the nature of the information, but also its presentation. These types of

details cannot be worked out in official paper pleadings.

Data concerning time-varying rates will be of use to customers who are on such

rates. However, the only realistic option on the table for residential customers is

> TURN recommends that the utilities be ordered to provide data on
customer access to their personal websites on a regular basis. The only study to
data analyzing “non-residential” customer usage of their data on utility websites

showed very low rate of access.
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CPP pricing." There is really no “time-varying” price component under CPP.
The underlying TOU rates are fixed for different time periods. And the critical
peak price adder is also fixed in advance. These prices can thus be presented to
the customer through normal written or electronic or media channels. The only
thing that “varies” is the days or hours in which a critical peak event occurs.
Since the proposed CPP (and PTR) rates include “customer notification” in
advance of the critical peak day, such notification should include a reminder of

the peak price adder.

However, any specific proposal for information should be evaluated in the
context of its cost! Utility proposals to implement dynamic pricing tariffs have
been accompanied by incremental cost recovery proposals in the hundreds of
millions of dollars. We hope mere data presentation will not entail such costs, but

we have not heard any specific numbers yet.

Even more important than mere price information is providing residential
customers with the tools necessary to choose whether to participate in a
voluntary dynamic pricing tariff." The Commission should address in this

context the need for the utilities to develop the same type of rate analysis tools

' Real-time prices may be a voluntary option for residential customers.
Any expenditure of money to convey real-time wholesale prices should be
balanced by a consideration of need. The utilities should provide data on how
such prices are communicated to their nonresidential customers on RTP.

" Utilities are prohibited from instituting mandatory time-differentiated

rates (without bill protection) until January 1, 2014. PUC Sec. 745(b)(2).
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for residential customers as are available to non-residential customers.

October 15, 2010

Respectfully submitted,

/S/ Marcel Hawiger

Marcel Hawiger, Staff Attorney
THE UTILITY REFORM NETWORK
115 Sansome Street, Suite 900

San Francisco, CA 94104

Phone: (415) 929-8876 x 308
Fax: (415) 929-1132
Email: marcel@turn.org
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