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 This Pre-hearing Conference Statement of the Consumer Federation of 

California is filed pursuant to the Assigned Commissioner’s And Administrative Law 

Judge’s Joint Ruling issued July 30, 2010. 

 
I. USAGE AND PRICING DATA 
 
 The first issue the Commission must address is regaining the trust of Californians 

in the reliability of data taken from smart meters.  Early introduction of the meters in 

PG&E’s service territory raised "issues" related to wireless communication, data 

storage, meter installation, and accuracy.  At a hearing before legislators, PG&E 

admitted there were some problems with faulty installations, failure to preserve 

customer usage information and trouble sending usage data back to the utility.  These 

problems need to be fixed to persuade customers the meters will provide useful 

information. 

 Further, as Ms. Hamilton stated at the hearing, “the real problem with smart 

meters may be that consumers have false expectations that they will save money just 

from having new meters installed. “A meter in the wall doesn’t save money itself,” she 

says. “It isn’t smart unless the consumer is actively engaged in it.”” 1  “Consumer 

involvement is a required ingredient for grid modernization and consumer education is 

                                            
1  Stateline.Org, J. Peters, Consumers Wary Of Smart Meters (July 23, 2010) 
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the first step in gaining their involvement.”2  No one has taught them the “whys” of the 

smart grid. 

 EPRI and others are undertaking research to discover how consumers will 

respond to different pricing signals.  Until there is a definitive study on customer 

behavior to guide the Commission, it is unclear what pricing information would be most 

useful to customers.  Residential customers are already given information about their 

daily usage and tariffs are available.  Until pricing designs have been adopted, existing 

usage information would not appear to be very valuable. 

 The Commission should take some time to develop rules regarding the 

availability of usage and pricing data, particularly given privacy and security concerns 

expressed throughout this proceeding.  

 
II. PRIVACY & SECURITY  --  Balancing Open Access and Security 

Requirements 
 
 The Department of Energy’s Electricity Advisory Committee describes the harm 

which may be caused  if the smart grid is not sufficiently secured.  A breach of security 

“may result in denial of service to customers or utilities (e.g., access to billing 

information or energy usage), payment avoidance, system overload, reduced quality of 

service, and violation of power control  protocols.”3   Further, in California, consumers 

have a Constitutional right to privacy.4  “Privacy demands encryption and identity 

protection.”5   A Code of Conduct adopted by Australian utilities to protect customers’ 

privacy is set out in an Attachment to this Document.  

 On the other hand, it has been argued that “universal communications standards 

and a common architecture that promote interoperability and enable the various 

communication technologies to work as an integrated suite are needed. Interoperability 

                                            
2  THE NETL MODERN GRID INITIATIVE, “Barriers to Achieving the Modern Grid” (July 2007) at 7. 
http://www.netl.doe.gov/moderngrid/docs/Barriers%20to%20Achieving%20the%20Modern%20Grid_Final 
_v1_0.pdf 
3  ELECTRICITY ADVISORY COMMITTEE: Smart Grid: Enabler of the New Energy Economy (Dec. 2008) 
at §3.7, p. 15. http://www.oe.energy.gov/DocumentsandMedia/final-smart-grid-report.pdf 
4  CA Const. art. I, section 1; Cent. Valley Ch. 7th Step Found. v. Younger (1989) 214 Cal. App. 3d 
145, 161 (Cal. App. 1st Dist. 1989). 
5  BNET: Maize, Kennedy, “Transmission: Smart grid still just a ‘vision thing’" (June 2007) 
http://findarticles.com/p/articles/mi_qa5392/is_200706/ai_n21290691/pg_5?tag=artBody;col1 



will enable data from virtually any source to be utilized by virtually any application.”6 The 

Smart Grid model “envisions the real-time monitoring of all utility transformers, 

transmission and distribution line segments, generation units, and consumer usage, 

along with the ability to change the performance of each monitored device.”7 

 Rules adopted by the Commission must balance these two interests, i.e., 

interoperability and security.  Rules must also recognize that the most carefully drafted 

rules adopted in California will not protect data entering another system in another state.  

There are many possible outcomes which should be considered carefully when rules 

are adopted.8 

 

III. THIRD PARTY ACCESS 

 In Comments jointly filed with TURN, CFC presented the following statement on 

third party access: 

Consumer Advocates recommend that Commission policy should be 
dictated by three critical principles: 1) customers own their usage 
information and should be empowered to use it, and 2) any deliberate 
disclosure by the customer to a third party should be accompanied by 
strong consumer protection requirements for adequate notice and 
disclosure, and written consent, and 3) regulatory policies should ensure 
maximum protection against inadvertent disclosure of private information 
by the utilities and as a condition to allowing third parties to have access 
to the information.9 

 

Any disclosure of customer information should require both written authorization as well 

as explicit protection against subsequent disclosures to other parties.10 

 

CONCLUSION 

 
                                            
6  THE NETL MODERN GRID INITIATIVE, “Barriers to Achieving the Modern Grid” (July 2007). 
http://www.netl.doe.gov/moderngrid/docs/Barriers%20to%20Achieving%20the%20Modern%20Grid_Final 
_v1_0.pdf 
7  U.S. DEPT. OF ENERGY, OFFICE OF ELECTRICITY DELIVERY AND ENERGY RELIABILITY, ELECTRICITY 
ADVISORY COMMITTEE: “Smart Grid: Enabler of the New Energy Economy” (Dec. 2008) at § 3.3, p. 14. 
http://www.oe.energy.gov/DocumentsandMedia/final-smart-grid-report.pdf 
8  See e.g., P. Gray,  Protecting Privacy and Security of Personal Information in the Global 
Electronic Marketplace (http://www.ftc.gov/bcp/icpw/comments/ico2.htm) 
9  October 26, 2009, Comments of TURN and CFC at 3. 
10  Id. at 6. 



 The Consumer Federation of California appreciates this opportunity to raise 

issues that it hopes will be addressed in this proceeding. 
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ATTACHMENT A 
SMART GRID AUSTRALIA: PRIVACY STATEMENT.11 

 
Smart grid participants agree that they will: 
 
1. Not collect personal information unless: 
 a. the information is collected for a lawful purpose that is directly related 
to a function or activity of Smart Grid Australia, AND 
 b. the collection of the information is reasonably necessary for that 
purpose; 
 
2. Not collect personal information by any unlawful means; 
 
3. Collect the information directly from the individual; 
 
4. Make the individual to whom the information relates aware of: 
 a. the fact that the information is being collected, AND 
 b. the purposes for which the information is being collected, 
AND 
 c. the intended recipients of the information, AND 
 d. whether the supply of the information by the individual is 
required by law or is voluntary, and any consequences for the 
individual if the information (or any part of it) is not provided, AND 
 e. the existence of any right of access to, and correction of, 
the information, AND 
 f. the name and address of the company that is collecting the 
information and the company that is to hold the information. 
 
5. Ensure that any information collected is relevant to that purpose, is not 
excessive, and is accurate, up to date and complete, and that the collection of 
the information does not intrude on the personal affairs of the individual; 
 
6. Ensure that the information is kept for no longer than is necessary, that the 
information is disposed of securely, that the information is protected against loss, 
unauthorised access, use, modification or disclosure, etc.; 
 
7. Ensure that everything possible is done to prevent unauthorised use or 
disclosure of the information; 
 
8. Help an individual to ascertain whether Smart Grid Australia holds personal 
information and, if so, the nature of that information, its purpose, and their 
entitlement to gain access to the information; 
 
9. Provide the individual with access to the information; 
 
10. Make appropriate amendments (whether by way of corrections, deletions or 
additions) to ensure that the personal information is accurate, and relevant, up to 
date, complete and not misleading; 

                                            
11  http://www.smartgridaustralia.com.au/index.php?page=privacy 
 



 
11. Attach to the information, in such a manner as is capable of being read with 
the information, any statement provided by that individual of any amendment 
sought; 
 
12. Notify recipients of that information of the amendments made; 
13. Not use the information without ensuring that the information is relevant, 
accurate, up to date, complete and not misleading; 
 
14. Not use the information for a purpose other than that for which it was 
collected unless: 
 a. the individual to whom the information relates has consented to the 
use of the information for that other purpose, OR 
 b. the other purpose for which the information is used is directly related 
to the purpose for which the information was collected, OR 
 c. the use of the information for that other purpose is necessary to 
prevent or lessen a serious and imminent threat to the life or health of the 
individual to whom the information relates or of another person; 
 
15. Not disclose unless the disclosure is necessary to prevent or lessen a 
serious and imminent threat to the life or health of the individual concerned or 
another person; 
 
16. Ensure that, if personal information is disclosed to a person or body that is a 
public sector agency, that agency does not use or disclose the information for a 
purpose other than the purpose for which the information was given to it; 
 
17. Not disclose personal information relating to: 
 a. an individual's ethnic or racial origin; OR 
 b. political opinions; OR 
 c. religious or philosophical beliefs; OR 
 d. trade union membership; OR 
 e. health or sexual activities.30 


