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BEFORE THE PUBLIC UTILITIES COMMISSION OF THE
STATE OF CALIFORNIA

Order Instituting Rulemaking to Consider 
Smart Grid Technologies Pursuant to Federal 
Legislation and on the Commission’s own 
Motion to Actively Guild Policy in California’s 
Development of a Smart Grid System

Rulemaking 08-12-009
Filed October 20, 2010

MOTION OF ASPECT LABS, A DIVISION OF BKP SECURITY, INC.  REQUESTING 
PARTY STATUS

I. INTRODUCTION

Pursuant to rule 1.4 of the Rules of Practice and Procedure of the California Public 

Utilities Commission (“Commission”), Aspect Labs respectfully submits this motion 

requesting party status.

II. DISCUSSION

This motion for party status is hereby filed on behalf of Aspect Labs, a FIPS and 

Common Criteria lab, located in the San Francisco Bay Area.  Any appearances 

requested in this proceeding shall be made by Diana Polulyakh. Project Manager, 

Aspect Labs.

Aspect Labs is a NVLAP accredited, third party independent laboratory which 

performs testing against the FIPS 140-2 standard, Security Requirements for 

Cryptographic Modules. We also perform preliminary consulting on the upcoming 

FIPS 140-3 standard, which is soon to be adopted by NIST. We are highly 
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experienced in providing government IT security services.   Our lab performs FIPS 

140-2 testing of cryptographic modules at security levels 1 to 4.  Aspect Labs is also 

an accredited Common Criteria testing laboratory. We perform Common Criteria 

testing of the commercial products at Evaluation Assurance levels 1 to 7.  

Aspect Labs is an active participants in Smart Grid security working groups, such as 

Cyber Security Working Group Testing and Certification subgroup.  We have 

attended Smart Grid security meetings and conferences and planning to participate 

in such conference in the future and closely collaborate with other interested 

participants in that industry.   As a certified laboratory, we possess significant 

information security expertise that can be applied to Smart Grid security issues that 

are reviewed by the CPUC.  Finally, as security experts and concerned citizens, we 

are compelled to participate in this process.

The Commission asked for comments on how it can “ensure that the Smart Grid 

proposals funded in California provide the security for the network and privacy 

protections needed”.  Aspect Labs’ expertise in security is relevant to the wide range 

of security issues, for example preventing system’s malfunction due to the 

catastrophic events, limited attacks, privacy, ensuring security of meter devices and 

reading, the security of the Home Area Networks, and threat modeling and design 

tasks to ensure these factors.  Therefore our involvement and expertise is likely to 

be highly useful to the Commission.
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III. SERVICE

Service of notices, orders, and other communications and correspondence in the 

proceed should be direct to Aspect Labs at the address set forth below:

Diana Polulyakh
Aspect Labs, a division of 
BKP Security
3080 Olcott Street,
Suite 110A
Santa Clara, CA 95054
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IV. CONCLUSION

Aspect Labs’ participation in this proceeding will not prejudice any party and will 

not delay the schedule or broaden the scope of the issues in the proceeding.  For the 

reasons stated above, Aspect Labs respectfully request the Commission grant this 

Motion for Party Status.

Respectfully signed and submitted on October 20, 2010.

ASPECT LABS

/s/ Diana Polulyakh
DIANA POLULYAKH

Project Manager
Aspect Labs, a division of BKP Security
3080 Olcott Street, Suite 110A
Santa Clara, CA 95054
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CERTIFICATE OF SERVICE

I hereby certify that, pursuant to the Commission’s Rules of Practice and Procedure, 

I have this day served a true copy of MOTION OF ASPECT LABS REQUESTING 

PARTY STATUS, on all parties identified on the attached official service list for 

Proceeding: R08-12-009.  Service was completed by serving an electronic copy on 

their email address of record, and by mailing paper copies to parties without email 

addresses.

Executed on October 20, 2010 at Santa Clara, CA

/s/ Diana Polulyakh
DIANA POLULYAKH

Project Manager
Aspect Labs, a division of BKP Security
3080 Olcott Street, Suite 110A
Santa Clara CA 95054
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