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1. EXECUTIVE SUMMARY 
 

The California Public Utilities Commission’s (CPUC or Commission) Rail Safety Division 
(RSD), Rail Transit Safety Branch (RTSB) staff (Staff) conducted an on-site system security 
program review of the Sacramento Regional Transit District (SRTD) on October 28, 2021. 
Such reviews are conducted for each California rail transit agency every three years and 
focus on verifying the effective implementation of the Security and Emergency 
Preparedness Program Plan version 19-3 (SEPPP), addressing Threat & Vulnerability 
Assessment (TVA) and emergency response. This report details staff’s investigatory actions, 
findings, and recommendations. The review revealed no areas of non-compliance, as 
discussed below. 

On Monday, October 18, 2021, SRTD personnel and Staff met for an opening conference, 
which preceded the on-site review activities. On Thursday, October 28, 2021, Staff 
conducted the 2021 SRTD triennial on-site security review. A post-review conference 
meeting occurred on Thursday, January 13, 2022, with Staff providing SRTD personnel with 
a summary of their review. The results indicate that SRTD has a comprehensive SEPPP, 
which it has carried out effectively for the years reviewed. Staff identified no findings of 
non-compliance and issued no recommendations for corrective action. 

Section 2 (Introduction) of this report provides a summary of the authority under which the 
Commission performs triennial reviews and presents a brief chronology of the review. 
Section 3 (Background) includes a description of SRTD’s system. Section 4 (Security Review 
Procedure) explains the procedures used by Staff during the System Security Review. Staff’s 
findings of non-compliance and recommendations are presented in Section 5 (Findings and 
Recommendations), organized by source checklist numbers. Finally, the Appendices include 
a list of abbreviations and acronyms used in the report and checklists, tabulated findings 
and recommendations, and the complete set of the five security review checklists with 
summaries of all review activities and the original comments, findings, and 
recommendations.  

This report reflects Staff’s triennial security review of SRTD. The SRTD on-site triennial 
safety review report is contained in a separate report and is brought before the Commission 
for approval in a separate Resolution.1

 
1 Staff’s safety review and report, “2021 Triennial Safety Review of Sacramento Regional Transit District” is 
being brought before the Commission concurrently in Resolution ST-246. 
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2. INTRODUCTION 

The Commission’s General Order (GO) 164-E Rules and Regulations Governing State Safety 
Oversight of Rail Fixed Guideway Systems, Section 4, Requirements for System Security Plans and 
the Federal Transit Administration’s (FTA) Rule, Title 49 Code of Federal Regulations (CFR) 
Part 659, Rail Fixed Guideway Systems: State Safety Oversight, require the designated State 
Safety Oversight Agencies to perform a review of each rail transit agency’s system security 
program at a minimum of once every three years. The triennial review verifies compliance 
and evaluates the effectiveness of each rail transit agency’s System Security Plan (SSP)—in 
this case the SRTD SEPPP to assess the level of compliance with GO 164-E and other 
Commission safety and security requirements.   

Staff conducted the previous SRTD on-site security review in October 2017. Due to the 
COVID-19 pandemic which essentially began in the first months of 2020, on-site triennial 
safety and security reviews were suspended during 2020 until late 2021. Commission 
authorization for delaying and rescheduling the triennials was issued under Resolution ST-
241. 

On September 17, 2021, staff emailed a letter to SRTD’s Accountable Executive, advising 
that the Commission’s security review had been scheduled to begin October 18, 2021. The 
letter included five checklists that served as the basis for verification of the effective 
implementation of SRTD’s SEPPP.   

Staff conducted an opening conference on October 18, 2021, with members of SRTD’s 
executive management team, directors, and superintendents. Staff performed the on-site 
triennial security review at the SRTD executive office location. Staff developed five (5) 
checklists for the inspection of the System Security Program. Staff derived the checklist 
review questions from CPUC’s GO 164-E, FTA’s 49 CFR 659 guidance, Transportation 
Security Administration’s (TSA) Baseline Security Review, and SRTD’s SEPPP. At the 
conclusion of each review activity, staff provided a verbal summary of the preliminary 
findings to SRTD personnel and discussed preliminary recommendations for corrective 
action, if any. 

On January 13, 2022, Staff conducted a post-review exit meeting with SRTD’s management 
team. Staff provided the attendees with a summary of the findings and staff comments 
derived from the five checklists used to guide the review. No Findings of non-compliance 
were identified, and no recommendations were issued. 
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3. BACKGROUND 
 

The Sacramento Regional Transit District (SRTD) is the regional transit provider in 
Sacramento, California. An 11-member Board of Directors governs the Sacramento Regional 
Transit District (SRTD), comprised of members of the Sacramento, Rancho Cordova, Citrus 
Heights, Elk Grove, and Folsom City Councils, as well as the Sacramento County Board of 
Supervisors.  

SRTD Rail System 

SRTD currently operates approximately 43 miles of track, covering a 422 square-mile service 
area with 52 stations. Light rail trains currently operate from 3:53 AM to 12:59 AM daily 
with service every 15 minutes during the day and every 30 minutes in the evening, on 
weekends and holidays. Weekday ridership averages 44,000 passengers. 
 
SRTD began operations in 1973 with the acquisition of the Sacramento Transit Authority. 
Over the next decade, SRTD continued to expand its bus service while city, county and state 
government officials worked together to develop a light rail system.  In 1987, the 18.3-mile 
light rail system opened linking the northeast (Interstate 80) and Folsom (Highway 50) 
corridors with downtown Sacramento.  In 1998, SRTD began expanding the light rail system 
to meet the transportation needs of the Sacramento area. Since then, SRTD has completed 
several light rail expansion projects, including: 
 

• 1998 - 2.3-mile Mather Field extension and Brighton Bridge double track project 
• 2003 - Bee Bridge double track project 
• 2003 - 6.3-mile South Line Phase I extension 
• 2004 - 2.8-mile extension from Mather to Sunrise 
• 2005 - 2.4-mile extension from Sunrise to Folsom 
• 2006 - 0.55-mile extension to Amtrak   
• 2009 - Watt Avenue Grade Separation 
• 2012 – Green Line Extension from H to T9 Station/Richards Boulevard 
• 2015 – 4.3-mile extension of the South Line Project – Phase 2 ending at Consumnes 

River College 
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Sacramento Regional Transit District System Map 
 
In late 2005, SRTD changed its light rail system’s names from the North Line, Folsom Line 
and South Line to the Gold Line and the Blue Line. The Gold Line runs from the Historic 
Folsom Station in downtown Folsom to the Sacramento Valley Station at the Amtrak Station 
in downtown Sacramento. The Blue Line runs from the Watt/I-80 Station in the northeast 
corridor to the Cosumnes River College Station in the south.   
 
In 2012, SRTD completed the Green Line, a one-mile extension from downtown Sacramento 
to Richards Boulevard.  This line includes two stations, running 30-minute service from the 
Township 9 Station to the existing 13th Street Station. The Green Line to the Airport project is 
a future extension extending the system from the Richards Boulevard/Township 9 Station to 
the Sacramento International Airport.   
 
In 2003, SRTD purchased 21 light rail vehicles from the Santa Clara Valley Transportation 
Authority. SRTD initiated a project to renovate these cars, allowing them to operate on the 
SRTD light rail system.  
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Status of the 2017 SRTD Triennial Security Review Recommendations 

Staff performed the previous triennial on-site security review in 2017. During that review, 
Staff identified no Findings or Recommendations. In CPUC Resolution ST-221, adopted 
April 25, 2019, the Commission granted approval of Staff’s final 2017 SRTD Triennial 
Security Review report. 
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4. SECURITY REVIEW PROCEDURE 

Scope of Security Review 

Commission Staff conducted its security review in accordance both with guidance and 
training from the Federal Transit Administration (FTA) and with Title 49 Code of Federal 
Regulations, Part 659. Section 659.23 of the Code of Federal Regulations defines the 
requirements for a System Security Plan (SSP) for rail transit agencies. 

According to 49 CFR § 659.232, the system security plan must, at a minimum address the 
following:  

(a) Identify the policies, goals, and objectives for the security program endorsed by the 
agency's chief executive.  

(b) Document the rail transit agency's process for managing threats and vulnerabilities 
during operations, and for major projects, extensions, new vehicles and equipment, 
including integration with the safety certification process. 

(c) Identify controls in place that address the personal security of passengers and 
employees. 

(d) Document the rail transit agency's process for conducting internal security reviews to 
evaluate compliance and measure the effectiveness of the system security plan. 

(e) Document the rail transit agency's process for making its system security plan and 
accompanying procedures available to the oversight agency for review and approval.  

The requirements of section 659.23 serve as the basis for the five security checklists guiding 
Staff’s review of the SRTD security program. Staff evaluated SRTD’s security plans and 
procedures to determine whether they meet the requirements of section 659.23. The triennial 
security review evaluated whether SRTD has defined necessary security activities, 
established responsibilities and accountability, set priorities, provided employee training, 
developed information distribution and controls, and developed monitoring and feedback 
loops to determine effectiveness of the security plans and procedures. 

 
2 49 CFR Part 659 was effective at the time of the Audit, but officially sunset on February 7, 2022, when the 
Federal Transit Administration (FTA) published its final rescission in the Federal Register.  The regulation was 
replaced by the updated State Safety Oversight rule codified at 49 CFR Part 674, which was required by the 
Moving Ahead for Progress in the 21st Century Act (MAP-21). [1, 2] 
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For the purpose of the security reviews, “security” means the general areas identified in the 
FTA requirements of section 659.23. Staff inquiries during the review examine whether the 
processes and procedures SRTD adopted are implemented in accordance with statute and 
the SRTD SEPPP. Staff does not evaluate SRTD’s response to specific crimes or events, 
except during evaluations to assure processes and procedures in place are implemented as 
intended.  Specific crimes and criminal behavior that may occur on trains and stations is 
considered outside of scope of the review and are handled by the local law enforcement 
departments within that jurisdiction. 

Each Staff member involved in the security review received training from the FTA. All Staff 
have taken and successfully passed the Transit System Security training course, which 
provided in-depth instruction on security plan requirements, typical methods of 
compliance, and industry best practices.   

Moreover, all Staff in the Rail Transit Safety Branch take the FTA’s Rail System Security 
course as part of their overall training. This allows Staff members out in the field to always 
identify security concerns when conducting general oversight activities or inspecting transit 
agency facilities and operations, not just during the triennial security review period. Staff 
evaluates and identifies security issues in the field, which are immediately discussed with 
the appropriate transit agency personnel to initiate the process for addressing the concern. 

Review Procedure 

Staff conducted the 2021 security review in accordance with Rail Transit Safety Branch 
Program Standard Procedure RTSB-4, Procedure for Performing On-Site Triennial Safety and 
Security Reviews of Rail Transit Systems, and G.O. 164-E, Section 4, Requirements for System 
Security Plans. Staff developed five (5) checklists to cover various aspects of system security 
responsibilities, based on Commission and FTA requirements, (49 C.F.R § 674.27, et seq., 
SRTD’s SEPPP, security related SRTD documents, Department of Homeland Security, the 
Transportation Security Administration’s (TSA) baseline review list, TSA “sensitive security 
information (49 C.F.R. § 1520 et seq.), and Staff’s prior knowledge of SRTD’s operations. A 
list of the five checklists is provided in Appendix B. The completed checklists are shown in 
Appendix D. 

Each checklist identifies security-related elements and characteristics that were either 
inspected or reviewed by Staff. Each checklist references Commission, SRTD, and other 
documents that establish the security program requirements. The methods used to perform 
the review included 

• Discussions and interviews with SRTD Security personnel. 
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• Review of rules, procedures, policies, and records. 
• Interviews with rank-and-file employees. 

Immediately following the security review, Staff summarized their findings and 
preliminary recommendations (if appropriate) with involved SRTD personnel. The post-
review summary aims to clarify Staff’s findings and provides SRTD an opportunity to 
promptly address any necessary security improvements. 
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5. FINDINGS AND RECOMMENDATIONS 
 

The reviewers who participated in the On-Site System Security Review identified 
no findings of non-compliance and made no recommendations to SRTD 
regarding its system security program and its implementation. The review 
results are derived from documents reviewed and issues discussed with SRTD 
personnel.  

The following are the findings and recommendations for each checklist: 

1. Identify Policies, Goals, and Objectives  

No findings of non-compliance; no recommendations.  

2. Process for Management of Threats and Vulnerabilities Assessments 

No findings of non-compliance; no recommendations. 

3. ID Concepts for Passenger and Employee Security 

No findings of non-compliance; no recommendations. 

4. Process for Internal Security Audit Reviews 

No findings of non-compliance; no recommendations. 

5. Process for Updating/Generating its Security Plan 

No findings of non-compliance; no recommendations.
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APPENDIX A 
ABBREVIATIONS & ACRONYMS LIST 

 
Abbreviation / 
Acronym 

Description 

CAP Corrective Action Plan 

CA MUTCD California Manual on Uniform Traffic Control Devices  

CFR Code of Federal Regulations 

Commission California Public Utilities Commission 

CPUC California Public Utilities Commission 

FTA  Federal Transit Administration 

GO General Order 

HOS Hours of Service 

IIPP Injury and Illness Prevention Program 

ISSA Internal Safety and Security Audit 

OCC Operations Control Center 

PHA Preliminary Hazard Analysis 

PM Preventive Maintenance 

RSD Rail Safety Division 

RTSB Rail Transit Safety Branch 

SCP Safety Certification Plan 

SCVR Safety Certification Verification Report 

SEPP Security and Emergency Preparedness Program Plan 

SSP System Security Plan 

SSPP System Safety Program Plan 

Staff RSD personnel (CPUC) 

SRTD Sacramento Regional Transit District  

TSA Transit Security Administration  

TVA Threat and Vulnerability Assessment 
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APPENDIX B 
SRTD 2021 TRIENNIAL SECURITY REVIEW CHECKLISTS INDEX 

 
 

1 Identify Policies, Goals, and Objectives 

2 
Process for Management of Threat and Vulnerability 
Assessments (TVA) 

3 ID Concepts for Passenger and Employee Security 

4 Process for Internal Security Audit Reviews 

5 Process for Updating/Generating its Security Plan 



 

 

 
APPENDIX C 

SRTD  2021 TRIENNIAL SECURITY REVIEW RECOMMENDATION LIST  
 
 

No. Recommendations Checklist 
No. 

 None.  
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2021 CPUC SYSTEM SECURITY REVIEW CHECKLIST FOR 
SACRAMENTO REGIONAL TRANSIT DISTRICT (SRTD) 

 
Checklist 1 Identify Policies, Goals, and Objectives 

Date of Review October 28, 2021 
9:00-12:00 

Department SRTD Security & Police Services 

CPUC Reviewer  
Michael Warren 
Rupa Shitole 
Joey Bigornia 

SRTD Persons 
Contacted 

Lisa Hinz, VP of Safety, Security, & 
Customer Satisfaction 
Mark Sakauye, Security Administrator  
Tino Bamberger, Security Program 
Specialist 

REFERENCE CRITERIA 
1. Security and Emergency Preparedness Program Plan (SEPPP), dated September 15, 2017 
2. SEPPP, Version 19-2, dated March 20, 2019 
3. SEPPP, Version 19-3, dated November 6, 2019 
4. CPUC General Order 164-D, Section 4.0 
5. CPUC General Order 164-E, Section 4.0 
6. 49 CFR Part 659, Section 659.23 

ELEMENT, CHARACTERISTICS, AND METHOD OF VERIFICATION 
Identify Policies, Goals, and Objectives  

Interview the SRTD Security Team responsible for policies, goals, and objectives to verify for the past three 
years: 

1. SRTD Management promotes security throughout the organization and enforces related rules, 
policies, and procedures throughout their areas of control  

2. SRTD has ensured compliance with the SEPPP 
3. The SRTD SEPPP is signed by the General Manager and VP of Safety, Security, & CS 
4. SRTD heightens security awareness among all employees, contractors, and passengers of the District 
5. SRTD has developed relations and coordination with local law enforcement and emergency response 

agencies  
6. SRTD prevents security breaches and effectively resolves those that do occur  
7. SRTD ensures new processes, modifications and changes in operations do not degrade system 

security  
8. SRTD encourages employees, contractors, and customers to report suspicious activities and 

occurrences 
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ACTIVITIES, FINDINGS, AND RECOMMENDATIONS 

 
Activities: 
Staff interviewed responsible SRTD personnel and noted the following:  

1. SRTD has various ways to educate its employees and the public, they are as follows: training, 
emergency exercises, Security Operations Center (SOC - used by police and security employees to 
communicate with Operations Control Center.), Crime Prevention Through Environmental Design 
(CPTED), Public Awareness Programs, AlertSacRT App, etc.  
 
SRTD’s Security budget has increased each year over the past 3 years, resulting in additional officers 
deployed on the system. A District Manager was hired and is currently reviewing all RT procedures 
and policies related to SacRT with all outside stakeholders to improve them.  The Safety & Security 
Budget has increased each year since the 2017 Triennial Security Audit: FY17>.FY18 = 0.2%; 
FY18>FY19 + 5.8%; FY19>fy20 +20.8%. 

 
A threat assessment team for workplace violence policy dated CY 2019 is working with Alverez and 
Associates (team with detectives to access whether it is civil or criminal). Workforce is working on 
security issues with employees as a directly result of the recent Santa Clara Valley Transportation 
Authority shooting. SRTD has 23 Transit Ambassadors checking fare and customer service, 3 leads, 
23 guards. In CY 2020, SRTD added 20 new security officers and 23 security guards with hired 
contractor.  

 
“Adopt-a-station” program- Police officers are assigned & doing a comprehensive review (weekly) 
of stations (at least 2 stations) and if any issues (vegetation, graffiti, etc.) documents them to be 
corrected.  Daily is a document that the Sergeant creates and updates accordingly. Social worker 
member working with homeless and mental public to help them as needed (Loaves and Fishes 
organization). 
 
The TSA recognized SacRT in 2020 and 2021 with the Bus & Light Rail Safety and Security Award.  
SRTD also received the APTA 2021 System of the Year Award. 

 
2. The Security Emergency Preparedness Program Plan (SEPPP) internal security audits are conducted 

as required. CPUC Staff is invited and involved as needed. Triennial Safety and Security Review 
Audits are conducted by CPUC as required and TSA conducts BASE audits also. All audits ensure 
SRTD’s compliance with its SEPPP.      

3. SRTD’s SEPPP is signed by GM and VP of Security, Safety and Customer Satisfaction (VPSSCS) 
dated 9/20/2021. 

4. SRTD trains new employees in security awareness at orientation, conducted by RT Police Services 
(RTPS). The orientation consists of Emergency Management, Terrorism, Human Trafficking, Crime 
Prevention and Active Shooters. At least one annual emergency preparedness exercise/tabletop is 
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conducted as required. Adopt-a-station program and AlertSacRT App is used to heighten security 
awareness. 

5. SRTD contracts with Sacramento PD. Their office location is in shared building with SRTD’s office. 
Three dedicated Explosive Ordinance Disposal (EOD) trained officers and one canine are assigned to 
SRTD. SRTD participates in events with TSA Visual Intermodal Prevention and Response (VIPR) 
team. SRTD provide train and bus vehicles to local regional training center that includes Police 
Department and Fire Department. 

6. SRTD has active and passive measures in place to avoid security breaches. SRTD coordinates with 
local authorities for events that could potentially impact operations through location or by high 
volume. SRTD uses badge access and control to access facilities. An event occurred in SRTD complex 
where an individual got into an unsecure facility where they took some keys hanging on the wall and 
took an RT vehicle. When a major event occurs, a CPTED evaluation is performed, and results 
presented to SRTD VPSSCS. The Security and Safety Committee Meeting (SSCM) discuss ongoing 
“past incident action items” to track these events to resolution. 

7. Security is involved with all projects including Preliminary Hazard Analysis (PHA) and CPTED. 
SRTD VPSSCS is heavily involved and will assign staff as needed. Staff reviewed two CPTED 
projects: Wayside Maintenance Facility -Part 2 dated July 6, 2021, and Watt I-80 Station review dated 
July 10, 2017. 

8. AlertSacRT app and Informational videos streamed 365 days/year, encourage people to use the app 
to report security issues. Facebook social media page has a “Superheroes Video” and Security 
messages displayed on message boards encourage reporting.  Grant funding allowed for RT security 
videos that are on YouTube channel created in December 2016 but are no longer there; they are now 
found on the www.SacRT.com website. The Transit Academy – See Something, Say Something 
Program promotes Safety & Security.  Crime Prevention Tips pamphlets are also available on the 
premises and on-board RT trains. Monthly Management meetings and Quarterly Employee 
Townhall meetings are conducted. Security and Safety videos are available on SacRT website, New 
Employee training provides security related training.  
 

Findings: 
None. 
 
Comments: 
Staff noted discrepancies in reference to committees, groups, and titles of personnel identified within the 
SEPPP because some have changed recently. SRTD should review SEPPP to ensure all committees, groups, 
and titles are current and accurate. 
 
Recommendations:  
None. 
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2021 CPUC SYSTEM SECURITY REVIEW CHECKLIST FOR 
SACRAMENTO REGIONAL TRANSIT DISTRICT (SRTD) 

 
Checklist 2 Process for Management of Threat and Vulnerability Assessments (TVA) 

 
Date of Review October 28, 2021 

9:00-12:00 
Department SRTD Security & Police Services 

CPUC Reviewer  
Michael Warren 
Rupa Shitole 
Joey Bigornia 

SRTD Persons 
Contacted 

Lisa Hinz, VP of Safety, Security, & 
Customer Satisfaction 
Mark Sakauye, Security Administrator  
Tino Bamberger, Security Program 
Specialist 

REFERENCE CRITERIA 
1. Security and Emergency Preparedness Program Plan (SEPPP), dated September 15, 2017 
2. SEPPP, Version 19-2, dated March 20, 2019 
3. SEPPP, Version 19-3, dated November 6, 2019 
4. CPUC General Order 164-D, Section 4.0 
5. CPUC General Order 164-E, Section 4.0 
6. 49 CFR Part 659, Section 659.23 

ELEMENT, CHARACTERISTICS, AND METHOD OF VERIFICATION 
Process for Management of Threat and Vulnerability Assessments (TVA) 

Interview SRTD representatives responsible for Security Enforcement and review the SEPPP and TVAs 
for the past 3 years to determine if: 

1. SRTD promotes analysis tools and methodologies to encourage safe system operation through the 
identification, evaluation and resolution of threats and vulnerabilities, and on-going assessment of 
district capabilities and readiness; 

2. SRTD has a Preparedness Strategy for the prevention, protection against, detection of, response to 
and recovery from improvised explosive device (IED) and or a weapon(s) of mass destruction 
(WMD); 

3. SRTD develops and implements a vulnerability assessment program, and based on the results of this 
program, established a course of action for improving physical security measures and emergency 
response capabilities: 

a. Establish Vulnerability Assessment Team,  
b. Initiate Annual Assessment Program; document and report results recommending action 

items for implementation,  
c. SRTD has a method to track action items to completion; 
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4. SRTD Security Committee has the authority to propose or recommend additions or changes to 
policies and procedures, and to recommend courses of action to prevent or minimize further security 
breaches of a similar nature, are forwarded to the General Manager for review and approval; 

5. SRTD implemented all TVA recommendations made in the last three years, and these have been 
acknowledged by the Security Administrator.  

ACTIVITIES, FINDINGS, AND RECOMMENDATIONS 

 
Activities: 
Staff interviewed responsible SRTD personnel and noted the following:  

1. CPTED and ongoing TVA performances as discussed in Security Checklist #1, are conducted 
internally at SacRT and no contractors are used.  
TVA document updated August 2021 – Contains Stations, Bridges, Facilities, and others related to 
SacRT system. TVAs were performed for the Folsom Line, CBD, South Line, Facilities, etc. and were 
available for review. WMD Target analysis was updated 8/2021. Originally was 11/18/2004.  

2. Preparedness strategy is part of the STI Sac, Freedom TSA Center. TSA’s assessment of SacRT 
includes accessibility to other departments, especially if offices are in the same facility. 
The TVA includes classifications of threats, alarms, law enforcement deployment, training, and 
exercises.  Review of current camera systems, detections – electronic or individual, CCTV system, 
AlertSacRT observations, K9 bomb dog, response activities, NIMS training, and exercises.  
Recovery Activities are integrated into emergency Memorandum of Understanding with County and 
City of Sacramento. A COOP plan exists and is supported via training exercises. 

3. Staff noted the following: 
a. The Security Administrator and Security Program Specialist are permanent members of the 

TVA team and others if necessary, including the IT person (cyber security). The Security 
Administrator and Security Program Specialist both have DHS ODP training in conducting 
TVA’s and have extensive training experience in security. 

b. The Annual Assessment Program is discussed in Security CL#1. 
c. SRTD tracks action items via excel spreadsheet that is maintained by the Security 

Department.  
 

4. Security and Safety Committee (SSRC) meets regularly but haven’t made any recommendations for 
2020 because the issues are being addressed by RTPS. Staff requested copies of 2018-2021 documents 
for review: 
2018: 1/11, 10/30, 12/11 
2019: 1/24, 2/7, 4/25, 7/22, 9/24, 11/6, 12/2 
2020: 1/21, 6/22  

5. Two recommendations from a TVA review were issued (doorbell, Knox boxes) and both were made 
for Heavy Rail Maintenance Facilities. The recommendations were reviewed, accepted, and have 
been implemented. 



 

Page 20 
 

Findings: 
None. 
 
Comments: 
None. 
 
Recommendations:  
None. 
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2021 CPUC SYSTEM SECURITY REVIEW CHECKLIST FOR 
SACRAMENTO REGIONAL TRANSIT DISTRICT (SRTD) 

 
Checklist 3 ID Concepts for Passenger and Employee Security 

 
Date of Review October 28, 2021 

9:00-12:00 
Department SRTD Security & Police Services 

CPUC Reviewer  
Michael Warren 
Rupa Shitole 
Joey Bigornia 

SRTD Persons 
Contacted 

Lisa Hinz, VP of Safety, Security, & 
Customer Satisfaction 
Mark Sakauye, Security Administrator  
Tino Bamberger, Security Program 
Specialist 

REFERENCE CRITERIA 
1. Security and Emergency Preparedness Program Plan (SEPPP), dated September 15, 2017 
2. SEPPP, Version 19-2, dated March 20, 2019 
3. SEPPP, Version 19-3, dated November 6, 2019 
4. CPUC General Order 164-D, Section 4.0 
5. CPUC General Order 164-E, Section 4.0 
6. 49 CFR Part 659, Section 659.23 

ELEMENT, CHARACTERISTICS, AND METHOD OF VERIFICATION 
ID Concepts for Passenger and Employee Security 

Interview the SRTD representatives responsible for security & communication with the Department of 
Homeland Security involvement, and review the security incident reporting program for the past three 
years to determine if: 

1. SRTD’s mobile police and private security patrols light rail passenger parking lots per Section 2.9, 
letter C; 

2. SRTD’s train operators immediately inform Metro Control of the activation of the passenger 
emergency button (PEB), and a response by a mobile security guard, police officer or supervisor is 
initiated per Section 2.9, letter D; 

3. SRTD Police Services addresses problematic locations per Section 2.9, letter F; 
4. SRTD conducts public awareness campaigns of safety and security per Section 2.9, letter H; 
5. SRTD Employees receive system wide training Section 2.9, letter I; 
6. SRTD documents, tracks, and resolves all internal and external security issues unto completion. 

ACTIVITIES, FINDINGS, AND RECOMMENDATIONS 

 
Activities: 
Staff interviewed responsible SRTD personnel and noted the following:  



 

Page 22 
 

1. “Adopt-a-station” Program (Refer Security Checklist #1), Transit Officers and Ambassadors are 
present to observe as needed or assigned. Florin and Meadowview stations have guard towers 
installed, although the plan is to have the two towers decommissioned since guards are meant to 
interact with public and lend a sense of safety and security. Route stabilization Car program 
(Depends on staffing) – units are out to roam downtown areas, ride trains for couple of hours and 
report any issues.  The graveyard shift has no police officers available but has private security after 
hours, is there to cover any security event if required. Security guards are on this shift and any event 
called in goes directly to the PD for response. Security Operations Center has direct feeds to the 
camera videos monitoring the system. A Mobile Guard Supervisor is roaming the system during the 
day.  

2. Rule book references (sections 1.6 and 9.7) to contact Metro Control once the PEB is activated. The 
operator steps out of the operating cab with a radio (handheld device) in case there’s a need to 
contact for further assistance. All LRVs are equipped with live CCTV feed if anyone wants to review 
it in “real-time”. The SOP instructs the train operator to go to the next station if incident occurs 
during operations and assess the situation. 

3. SRTD Daily Crime Statistics are produced and reviewed by Regional Transit Police Services (RTPS). 
RTPS sergeants distribute these statistics to selected members of SRTD. Sergeants daily report for 
10/4/21 was reviewed by Staff via Dropbox. RTPS communicate with downtown business associates 
(Golden One Center) to share their calendar events in advance so RTPS can plan and deploy officers 
as needed. Grant money is available to get extra policing if required. RTPS and SRTD act according 
to data driven requirements and deploy policing as needed. RTPS and SRTD coordinate with 
regional law and enforcement for any additional help. A plan is initiated, activities are monitored, 
and changes are made as needed.  

 
Sections of SRTD lines have crime statistics broken down per line for review. Monthly Uniform 
Crime Reporting (UCR) is produced and then shared with SRTD VPSSC. Semi-annual and Annual 
Reports and statistics are produced for review. Staff reviewed January-December 2018-2020 RTPS 
Annual Crime Summary report broken down into various categories including Report Breakdown by 
Mode and Line, Rail Reports by Lines, Reports per Station/Line, etc. RTPS Sergeants do the daily 
review of reports for location specific policing.  

 
North 12th Street Corridor Trespassing Report was reviewed which assessed an area where there was 
no trespassing signage, perimeter fencing height wasn’t adequate, and homeless encampments were 
all over. Hazard and Crime Prevention Analysis was conducted and SRTD resolved this issue by 
adding additional fencing and signs in the area of concern.  
 
A new approach by SRTD includes a County Social Worker responsible for keeping records of the 
homeless population to help mitigate the incidents. SacRT works with County Prosecutor and Social 
Worker in this Program. SacRT pays for half of the fees to maintain this homeless outreach program.  

 
Staff also reviewed the Final Report Hazard and Crime Prevention Analysis for a Segment of Blue 
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Line dated August 10, 2020, and found the report assessed the security, made a recommendation, 
implemented corrective action, and closed.  No exceptions were noted. 

4. SRTD Public Awareness information is available to employees and the public through various forms.  
Examples of such are videos at SRTD website, SacRT App, You Tube channel videos, brochures and 
fliers are distributed. If needed, SRTD also conducts presentations for companies at their facility to be 
aware of Light Rail System and its surroundings. Refer Security Checklist 1, Part #8 for more details.  

5. All new SRTD employees attend a New Employee Orientation (NEO) session (CY 2021 presentation 
slide packet provided via Dropbox was reviewed). RTPS provide a portion of the NEO training with 
various topics that includes SRTD security presence, Emergency Management, Terrorism, Human 
Trafficking, Crime Prevention, Personal Safety, Violence in The Workplace Policy and Guidelines, 
and Active Shooter (Run, Hide, Fight videos) situations and more. A few NEO Roasters via Dropbox 
were reviewed by Staff.   

6. Safety and Security Committee meetings were randomly reviewed from CYs 2018-2020. At these 
meetings, a matrix named “Security Recommendations Committee Tracking” is followed, tracked, 
and resolved until completion. Most of the items were related to After Action Reports for 
exercises/drills (See Safety Checklist #11) and CPTED reviews.    
 

Findings: 
None. 
 
Comments:  
None. 
 
Recommendations:  
None.  
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2021 CPUC SYSTEM SECURITY REVIEW CHECKLIST FOR 
SACRAMENTO REGIONAL TRANSIT DISTRICT (SRTD) 

 
Checklist 4 Process for Internal Security Audit Reviews 

 
Date of Review October 28, 2021 

9:00-12:00 
Department SRTD Security & Police Services 

CPUC Reviewer  
Michael Warren 
Rupa Shitole 
Joey Bigornia 

SRTD Persons Contacted Lisa Hinz, VP of Safety, Security, & 
Customer Satisfaction 
Mark Sakauye, Security Administrator  
Tino Bamberger, Security Program 
Specialist 

REFERENCE CRITERIA 
1. Security and Emergency Preparedness Program Plan (SEPPP), dated September 15, 2017 
2. SEPPP, Version 19-2, dated March 20, 2019 
3. SEPPP, Version 19-3, dated November 6, 2019 
4. CPUC General Order 164-D, Section 4.0 
5. CPUC General Order 164-E, Section 4.0 
6. 49 CFR Part 659, Section 659.23 

ELEMENT, CHARACTERISTICS, AND METHOD OF VERIFICATION 
Process for Internal Security Audit Reviews 

Interview SRTD representatives responsible for the Internal Security Audit Process (ISAP), review the 
procedure and the audit reports for the past 3 years to determine if: 

1. SRTD annually performed an internal security audit; 
2. SRTD addressed all the required security program elements within the past audit cycle, typically 

3 years; 
3. SRTD made the internal security audit schedule available to CPUC Staff 30 days before 

scheduling; 
4. SRTD’s Internal Security Audit (ISA) annual report includes findings and corrective actions; 
5. SRTD submits the ISA annual report to Management for review, approval, and certification. A 

copy of the ISA report and GM Certification letter demonstrating compliance with the SEPPP is 
submitted to CPUC Staff for review and approval; 

6. SRTD prepares, implements, and tracks corrective action plans to completion. 
 

ACTIVITIES, FINDINGS, AND RECOMMENDATIONS 

 
Activities: 
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Staff interviewed responsible SRTD personnel and noted the following:  
1. SRTD’s three-year cycle calendar audits included CY 2017-2019.The next new three-year cycle began 

in CY 2020-2022. CY 2020 audits were conducted virtually via online meetings and CPUC Staff 
participated. Annual Reports every year are submitted to the CPUC showing compliance with 
SRTD’s SEPPP.  

2. Annual reports were reviewed, and the following was noted: 
• CY 2018 SEPPP audited elements were Security Controls and Internal Security Review 

Process.  
• CY 2019 SEPPP audited elements were Notification, Investigation, & Reporting Procedures 

and Security Plan Review/ Modification and Oversight Control Procedures 
• CY 2020 SEPPP audited elements were Policies/Goals/Objectives of the Security Program and 

Threat and Vulnerabilities Assessment.   
3. SRTD provided 30-days advance notification letter to CPUC staff before the internal safety audit. 

Annual Report contains a copy of the 30-day advance notification letter. 
4. SRTD’s Annual Report includes a Findings and Recommendations Section. No findings were issued 

for CY2017-2020. 
5. SRTD’s Annual Report and GM certified letter were reviewed for CY 2018-2020 and covered the 

following.    
• December 14, 2020 (CY 2020 audits) 
• February 14, 2020 (CY 2019 audits) 
• February 15, 2019 (CY 2018 audits)  

6. No corrective action plans have been issued for the years 2020-2017. Refer to #4 above.   
 
Findings: 
None  
 
Comments: 
None 
 
Recommendations:  
None  
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2021 CPUC SYSTEM SECURITY REVIEW CHECKLIST FOR 
SACRAMENTO REGIONAL TRANSIT DISTRICT (SRTD) 

 
Checklist 5 Process for Updating/Generating its Security Plan 

 
Date of Review October 28, 2021 

9:00-12:00 
Department SRTD Security & Police Services 

CPUC Reviewer  
Michael Warren 
Rupa Shitole 
Joey Bigornia 

SRTD Persons 
Contacted 

Lisa Hinz, VP of Safety, Security, & 
Customer Satisfaction 
Mark Sakauye, Security Administrator  
Tino Bamberger, Security Program 
Specialist 

REFERENCE CRITERIA 
1. Security and Emergency Preparedness Program Plan (SEPPP), dated September 15, 2017 
2. SEPPP, Version 19-2, dated March 20, 2019 
3. SEPPP, Version 19-3, dated November 6, 2019 
4. CPUC General Order 164-D, Section 4.0 
5. CPUC General Order 164-E, Section 4.0 
6. 49 CFR Part 659, Section 659.23 

ELEMENT, CHARACTERISTICS, AND METHOD OF VERIFICATION 
Process for Updating/Generating its Security Plan 

Interview SRTD representatives responsible for SEPPP administration and review the implementation 
and update process for the past 3 years to determine if: 

1. SRTD’s VP of Safety, Security, & CS performs the functions specified in Section 3.2 of the SEPPP;  

2. SRTD reviews the SEPPP as specified per Section 7.2; 

3. SRTD sent a letter to CPUC Staff detailing proposed changes of a substantive nature for review and 
approval prior to implementation if any;  

4. SRTD implements modifications as specified per Section 7.3. 

ACTIVITIES, FINDINGS, AND RECOMMENDATIONS 

 
Activities: 
Staff interviewed responsible SRTD personnel and noted the following:  

1. Refer to Security Checklist 1. SRTD SEPPP is signed by General Manager and VP of Safety, Security, 
& CS. VPSSCS New position started in October 2019. The SEPPP was updated accordingly to update 
this new function. The VP position has overall authority to prepare, implement, and modify the 
SEPPP as required. The VPSSCS monitors the program daily and may delegate authority to monitor 
implementation of program elements by RTPS Chief of Police, Security Committee, or other SRTD 
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manager.  
2. SRTD SEPPP updates are made of security committee recommendations, security SOP changes and 

others. The Security Administrator and Security Program Specialist are responsible for managing the 
SEPPP. The SEPPP has been updated on 3/25/2019 and 8/7/2020. A Security Plan Revision Tracking 
Form is provided as SEPPP Appendix D, per recommendation from CPUC Triennial Security Review 
Audit 2017. SRTD notifies CPUC via letters of any detailed changes to the SEPPP. The SEPPP is 
always available for CPUC review on site at SRTD Security Office since it’s considered a Safety 
Sensitive Information (SSI) document.  

3. SRTD letter dated November 3, 2017, was reviewed notifying CPUC on changes being made to the 
SEPPP. Staff reviewed following: 

• CPUC approval letter dated March 25, 2019, including RTSB checklist approving SRTD’s 
SEPPP dated 3-20-2019  

• CPUC approval letter August 7, 2020, including RTSB checklist approving SRTD’s SEPPP 
dated 11-6-2019    

4. Refer #2 above. Modifications are made available to VP of Safety, Security, & Customer Service, Chief 
of police, and GM. 
 

Findings:  
None. 
 
Comments:  
None. 
 
Recommendations:  
None. 

 
 
 


